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I. STATEMENT OF THE ISSUE PRESENTED FOR REVIEW 

"Can the defendant be compelled pursuant to the 

Commonwealth's proposed protocol to provide his key to 

seized encrypted digital evidence despite the rights 

and protections provided by the Fifth Amendment to the 

United States Constitution and Article Twelve of the 

Massachusetts Declaration of Rights" (A7,380), where 

the Commonwealth's proposed protocol would only require 

the defendant to disable the encryption of his devices 

by entering the appropriate key privately and without 

disclosure to the Commonwealth, and where the Defendant 

has already admitted that he has the ability to disable 

his encryption? 1  

II. STATEMENT OF THE CASE 

This Court has been asked by the Superior Court, 

pursuant to Rule of Criminal Procedure 34, to resolve 

the question of law quoted above, which has arisen in 

the course of the prosecution of Defendant Leon 

Gelfgatt (A7,380). 2  

In May 2010, grand jurors returned indictments 

charging the Defendant with: seventeen counts of 

forgery of a document in violation of G.L. c. 267, § 1; 

1 The nature of "encryption," "encryption keys," and 
"decryption" (or "unencryption") is discussed in 
greater depth infra Section III. 
Rule 34 provides in relevant part that, "[i]f, prior 

to trial, . . . a question of law arises which the 
trial judge determines is so important or doubtful as 
to require, the decision of the Appeals Court, the judge 
may report the case so far as necessary to present the 
question of law arising therein." 

1 



seventeen counts of uttering a false document, in 

violation of G.L. c. 267, § 5; and three counts of 

attempt to commit a crime, in violation of G.L. c. 274, 

§ 6 (A4,8-8,10-46). All cases were consolidated in the 

Superior Court for Suffolk County (id.). 

On November 21, 2011, the Commonwealth filed in 

the Superior Court a "Motion to Compel the Defendant to 

Enter His Password into Encryption Software He Placed 

on Various Digital Media Storage Devices that Are Now 

in the Custody of the Commonwealth" (A6,47-63), as well 

as a "Motion to Report Question of Law Pursuant to 

Mass. R. Crim. P. 34" (A6,322-336). The question of 

law concerned the lawfulness of compelling the 

Defendant to enter his encryption key (A322-336). A 

hearing on the motions was held before the Honorable 

Raymond Brassard on January 18, 2012 (A3,7,346-379). 

Ultimately, the judge denied the Commonwealth's motion 

to compel, but issued an order reporting to this Court 

the question of law quoted supra Section I (A7,361- 

364,380-383). 

III. STATEMENT OF THE FACTS 

For purposes of answering the reported question, 

this Court can and should accept as true the facts 

stated herein and elsewhere in the record. Supreme 

Judicial Court decisions reflect an expectation that an 

appellate court evaluating a reported question will 

rely on the facts referred to in the report and its 
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accompanying record. See, e.g., Commonwealth v.  

O'Neil, 233 Mass. 535, 543 (1919) (stating that report 

should "recite or refer to facts or parts of the record 

sufficient to make intelligible the question or 

questions of law reported"). Where facts are 

undisputed by the parties, they typically will be taken 

as true as a reported question is considered. See, 

e.g., Commonwealth v. Maxwell, 441 Mass. 773, 776, 780-

781 (2004); Commonwealth v. Wallace, 431 Mass. 705, 

706, 709 (2000). The facts stated in this brief were 

all referred to in the parties' submissions, recited on 

the record by the Superior Court judge, and/or 

undisputed by the parties. 

A. 	Investigators find evidence of the  
Defendant's mortgage fraud scheme.  

Based on evidence gathered by its investigators, 

the Commonwealth alleges as follows. In 2009, the 

Defendant conducted a sophisticated scheme designed to 

divert to himself funds that were intended to pay off 

large mortgages on residential properties (A49-50,69-

92). The scheme entailed creating the impression that 

dummy corporations purchased by the Defendant on the 

internet were the true mortgage holders to be paid off 

at impending home sales, while concealing the 

Defendant's identity as the owner of these sham 

corporations and thus the eventual recipient of funds 

directed to these entities (id.). Though ultimately 

unsuccessful, the scheme involved seventeen such 

3 



efforts to defraud, relating to mortgages totaling over 

fourteen million dollars (id.). 

The Defendant relied substantially on computers 

and other electronic devices in perpetrating that 

scheme (A70,82-83,85-89). Specifically, there is 

evidence that the Defendant used electronic devices to: 

research dummy corporations for sale on the internet; 

establish internet phone numbers and facsimile services 

for the ones that he purchased; research target 

properties; create forged documents; communicate with 

targets; and use publicly-available wireless services 

that enable individuals to access the internet 

anonymously (A88-89). Investigators believe that 

evidence of criminal activity is contained on those 

devices (id.). 

B. 	Investigators lawfully seize the Defendant's  
electronic devices, but cannot access them 
without his entry of an encryption key.  

On December 17, 2009, Massachusetts State Police 

troopers arrested the Defendant and executed duly-

issued search warrants at his residence (A65-66,86-

87,387). During the search, investigators observed 

computers that were powered on, can certain computer 

screens were photographed (A387-394,396). The screen 

on one computer displayed several windows (A387,390). 

One of those windows contained a heading stating, 

"K:\Leon  Documents\My Scans" (A390). Another window 

contained a heading stating, "Erasing Report" (id.). 

4 



Among that which appeared within that window were the 

words "Task completed," and the words "Erased area" 

across from "= 282308 kB" (id.). One icon on the 

screen included the words "Attorney Leon I. Gelfgatt," 

and other icons were labeled "TrueCrypt" and 

"DriveCrypt Plus Pack" (id.). Icons similar to some of 

these appeared on another computer (A387-388,392). 

Pursuant to their warrant, troopers seized these 

computers and a number of other devices capable of 

storing electronic data (A65-66,86-87,388). 

On some of the seized devices, electronic files 

were accessible and contained evidence of criminal 

activity (A86-87). However, two desktop computers, one 

laptop computer, and one netbook computer were 

protected by encryption software called "DriveCrypt," 

which prevents their respective files from being viewed 

unless the appropriate key is entered (A70,86-87,64-

66). As the Director of the Attorney General's 

Computer Forensic Laboratory has explained (A64): 

Encryption is the process by which "readable" 
digital media, that is, digital media or data that 
can be viewed and accessed, is scrambled in such a 
way as to render that digital media or data 
"unreadable" without decryption. Encryption can 
be performed both by hardware and by means of 
software tools. 

Decryption is the process by which encrypted, 
scrambled data is rendered "readable" again. In 
order to decrypt data, the person seeking 
decryption performs some action such as the 
entering of a password, scanning of a fingerprint 
or [insertion of] a USB Thumb drive with a pass 
code key on it. The encryption software then 
translates this action into , a 'key,' essentially a 
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string of numbers and characters. The encryption 
software then applies this key to the encrypted 
data using the algorithm of the given, encryption 
program. By funneling the encrypted. data thrOugh 
the algorithm, the data is rendered "readable" 
again. 

The Defendant's encryption software is virtually 

impossible to circumvent (A66-68,70,86-87). Its 

manufacturer touts the fact that it does not contain a 

"backdoor" that would allow it to be bypassed at the 

instance of government investigators (A66). The 

software is also configured so as to prevent the use of 

software that would automatically enter different key 

combinations until the correct one is discovered (A66-

68). The only way for investigators to circumvent the 

encryption is to manually type in guesses for the key 

(A67-68). Given the infinite number of possible keys, 

this approach could take decades and is not feasible 

(A65,67-68). Thus, any computer files cannot be viewed 

unless the Defendant himself provides or enters the 

necessary key (A68). 

C. 	The Defendant admits his ability to decrypt  
his computers, but refuses to provide access. 

When interviewed by investigators, the Defendant 

described computers at his home as being his (A111,155-

156,168 (stating in part, "You have the computer, you 

have the computers probably that I have at home.")). 

He further admitted that his computers are protected by 

encryption and that he is able to decrypt them 

(A68,85,171-173,177 (e.g., stating, "my computer is 

encrypted"; answering, "Everything is encrypted" when 
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asked if his entire computer is encrypted; answering, 

"I do it" when asked how he decrypts it; stating, "I 

can unencrypt my computer"; and indicating, "Encryption 

is part of my life and my business")). But the 

Defendant also stated that he would not give 

investigators access or even tell them what encryption 

software he used (A68,77-79,83 (stating in part, 

"you're not going to get to any of my computers")). 

Additionally, throughout his interview, the Defendant 

discussed his using computers in relation to mortgage-

related business (A95-180). 

D. 	The Commonwealth moves to compel the  
Defendant to enter his encryption key and to  
report the associated legal issue.  

On November 21, 2011, the Commonwealth moved the 

Superior Court to compel the Defendant to enter his 

encryption key into the devices seized from him, 

pursuant to Rule of Criminal Procedure 14(a)(2) (A6,47-

63). The Commonwealth's motion was accompanied by a 

transcript of the Defendant's interview, as well as 

voluminous other documentation concerning his alleged 

scheme, the nature of his encryption software, and the 

investigators' inability to circumvent that software 

(A6,64-321). The Commonwealth requested an order 

providing as follows (A47-48): 

1. The defendant, in the presence of his counsel, 
shall appear at the Computer Forensics 
Laboratory of Massachusetts Attorney General 
Martha Coakley within 7 days from the receipt 
of this Order at a time mutually agreed upon by 
the Commonwealth and defense counsel; 
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2. The Commonwealth shall provide the defendant 
with access to all encrypted digital storage 
devices that were seized from him pursuant to 
various search warrants issued in connection 
with this case; 

3. The defendant shall manually enter the password 
or key to each respective digital storage 
device in sequence, and shall then immediately 
move on to the next digital storage device 
without entering further data or waiting for 
the completion of the process required for the 
respective devices to "boot up"; 

4. The defendant shall make no effort to destroy, 
change, or alter any data contained on the 
digital storage devices; 

5. The defendant is expressly ordered not to enter 
a false or "fake" password or key, thereby 
causing the encryption program to generate 
"fake, prepared information" as advertised by 
the manufacturer of the encryption program; 

6. The Commonwealth shall not view or record the 
password or key in any way; 

7. The Commonwealth shall be precluded from 
introducing any evidence relating to this Order 
or the manner in which the digital media in 
this case was decrypted in its case in chief. 
Further, the Commonwealth shall be precluded 
from introducing any such evidence whatsoever 
except to the extent necessary to cure any 
potentially misleading inferences created by 
the defendant at trial relating to this 
matter. 3  

At the same time, the Commonwealth moved the court 

to report a question of law regarding the lawfulness of 

compelling the Defendant to enter his encryption key 

(A6,322-336). The defense opposed the Commonwealth's 

motions (A337-345). 

Justice Raymond Brassard held a hearing on the 

motions on January 18, 2012 (A3,7,346-379). He 

declined to make findings of fact, but indicated that 

3  The Commonwealth's counsel did acknowledge in the 
hearing on its motion that it "would be seeking to 
introduce the fact of encryption in order to suggest 
consciousness of guilt" (A101). 
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he was "taking a set of facts that [the Commonwealth 

had] put forward that [the Defendant's counsel had] not 

contested," and that he "s[aw] no reason not to credit 

the affidavits in terms of facts" (A353-354,358- 

361,364,367). 

The Defendant's counsel confirmed that he largely 

did not dispute the facts presented by the Commonwealth 

(A353-354,358-361,364,367). He also expressly agreed 

to the following "basic predicate facts" recited by the 

judge (A360-361): 

[That the defendant] is charged with a number of 
crimes relating to an alleged fraud in connection 
with real estate mortgages; that a search warrant 
was obtained from a justice of the court; that the 
search warrant was executed; that certain computer 
materials, including data storage files, . 
were seized along with a laptop; that professional 
computer people in the office of the Attorney 
General endeavored to access what was in those 
files and were unable to do so because of 
encryption; that an interview was conducted, 
presumably after Miranda warnings were given, 
between people from the office of the Attorney 
General and the defendant, and in the course of 
the interview, among other statements, the 
defendant acknowledged that these materials were 
all encrypted, and . . . he declined to be of any 
further help, indicating that he had what he 
claimed was a right of privacy not to help the 
Government further, as he put it, "put him in 
jail". 

The Defendant's counsel added that "[t]he only thing 

that [he] would contest is . . . the characterization, 

and at no point in those transcripts do we find [his] 

client saying that he owned, control and knew about all 

of the computers" (A354,360),. 
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After hearing argument, the judge denied the 

Commonwealth's motion to compel (A7,360-364). 

Describing the matter as "not entirely clearcut" and "a 

difficult" one, he reasoned in large part as follows 

(A361-364): 

At the end of the day what the Government 
seeks, viewed in one way, is simply a sequence of 
numbers and characters that would enable access to 
these seized materials. 

On the other hand, the Government viewed more 
broadly, is asking the defendant to help it to get 
meaningful access to materials that the Government 
has obtained. I think there is force in the 
defendant's assertion that providing that access 
is an acknowledgement of ownership, control and 
the like with respect to these computer materials. 

I do not see how it is any different than the 
following scenario: The Government obtains a 
search warrant for the personal effects of the 
defendant. The Government executes that warrant, 
and among other things, finds several pieces of 
paper, this could be 50 years ago, which appear to 
be in some sort of code, and/or several drawings 
that are entirely obtuse as to what their meaning 
is. 

Could the Government even though it had an 
interview with the defendant who acknowledged, 
yes, that's a code, yes those symbols have 
meaning, but I decline to provide them to you, 
could the Government force a defendant to provide 
such a code or such an explanation as to the 
meaning of drawings? I don't think so. 

I think that is far different than a field 
sobriety test, a voice exemplar, a handwriting 
exemplar, a blood test, a (inaudible) swab, all of 
the other items that are familiar to all of us 
that are not testimonial, . 

I don't think the Constitution, federal or 
state, requires a defendant to in effect assist 
the Government in understanding what seized 
materials mean. . . . 

10 



I do not think the Government can force a 
defendant to explain or help the Government to 
understand seized materials. 

However, the judge allowed the Commonwealth's 

motion to report the question of law (A7,361-364). He 

ultimately ordered it reported in the form reflected 

supra Section I (A7,380). 

IV. SUMMARY OF THE ARGUMENT 

Compelling the Defendant to enter his encryption 

key in the devices seized from him, pursuant to the 

Commonwealth's proposed protocol, would - not offend his 

rights against self-incrimination (15-40). The rights 

guaranteed by the Fifth Amendment to the United States 

Constitution and Article 12 of the Massachusetts 

Declaration of Rights protect against only that which 

is compulsory, incriminating, and testimonial (15-17). 

Here there would be no compelled, sufficiently 

testimonial communications (18-29). Under the 

Commonwealths protocol, the Defendant would not need 

to disclose the key or otherwise expressly impart any 

information from his mind to the government (18). It 

is true that he would likely be giving investigators 

access to files that contain communicative statements 

(19-21). However, as those statements would have been 

4  Further proceedings in this case have been stayed 
pending this Court's resolution of the reported 
question (A7). See, e.g., Mass. R. Crim. P. 34 ("If 
the case is reported prior to trial, the case shall be 
continued for trial to await the decision of the 
Appeals Court."). Among that which is stayed is a 
defense motion to suppress seized evidence (A7-8). 
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made previously and voluntarily, they cannot be 

considered compelled testimonial communications (19-

21). Faced with these realities, the Defendant thus 

far has focused largely on this argument: the act of 

entering the key itself would implicitly communicate 

facts about his knowledge of the key and his connection 

to the computers (21-22). Even if this Court agrees 

with such a notion, it must still find the Defendant 

unprotected (22-29). Where compelled assertions "add[] 

little or nothing to the sum total of the Government's 

information" and consist of "foregone conclusion[s]," 

they will be deemed insufficiently testimonial to 

warrant protection under the Fifth Amendment or Article 

12 (22-26). Here, that is the case (26-29). Anything 

that may be communicated by the Defendant's act of 

decrypting his devices has already been communicated by 

his admission that he can decrypt them (26-29). 

The mere fact that entering the encryption key 

would involve certain conduct by the Defendant does not 

change the result (29-35). Federal and Massachusetts 

courts have long approved of requiring suspects to 

perform certain acts that are needed for participants 

in the system to obtain and make effective use of 

evidence (29-31). Some of these acts require a suspect 

to apply or utilize knowledge, even knowledge uniquely 

known by him (31-33). There would be no justification 
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for treating the Defendant's entry of his encryption 

key differently (33-35). 

What the Commonwealth seeks is not unlike any 

other order compelling a defendant to produce tangible 

evidence without disguise or encumbrance (35-40). It 

is well recognized that the non-testimonial production 

of tangible evidence does not offend guarantees against 

self-incrimination (35-36). It is equally clear that a 

suspect directed to make such a production is not 

entitled to disguise the evidence or otherwise 

frustrate the government's effort to utilize it (36-

38). In fact, consistent with the principles discussed 

above, the suspect lawfully may be ordered to take 

certain steps to prepare the evidence so that it may be 

used effectively (39-40). Compelling the production of 

decrypted computer devices is thus permissible (40). 

Finally, there would be no justification for 

extending the protection against self-incrimination to 

cover the situation presented here (40-49). Questions 

as to the protection's scope should be resolved through 

a balancing of interests (40-41). Here, the interests 

of the Commonwealth and the public are compelling (41-

46). Affording protection against compelled decryption 

would constrain the government's ability to obtain 

evidence concerning the broad range of crimes that 

involve digital media (41-42). The consequences would 

prove increasingly severe as the impact of encryption 
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technology, which is already being used to thwart law 

enforcement, continues to grow (42-44). Moreover, 

those who engage in crimes or activity that inherently 

involve computers would effectively be able to insulate 

themselves from investigation (44-45). The Defendant 

cannot offer weightier interests (46-49). Courts have 

maintained that the privilege should not be construed 

expansively based simply on general pronouncements 

about the values underlying it, such as those invoked 

by the Defendant below (46-47). And more specific 

rationales for the privilege that are often cited are 

not implicated here (47-48). Furthermore, this Court 

would be allowing only a limited and specific form of 

conduct in a precise set of circumstances that would 

proceed in accordance with detailed protective 

protocols (48-49). Those protocols provide in part for 

the Defendant to enter the key privately with his 

counsel, and for evidence of the procedure not to be 

offered at trial, barring exceptional circumstances 

(49). The reported question should be answered in the 

affirmative (50). 
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V. ARGUMENT 

A. 	Compelling the Defendant to enter his  
encryption key would not violate his rights  
against self-incrimination, because it would 
not compel him to make a sufficiently 
testimonial communication.  

1. 	The Defendant is protected against only  
that which is compulsory, incriminating,  
and sufficiently testimonial.  

It is an "ancient proposition of law" that 

generally "'the public . . . has a right to every man's 

evidence.'" United States v. Nixon, 418 U.S. 683, 709-

710 (1974) (quoting Branzburg v. Hayes, 408 U.S. 665, 

688 (1972)). One "exception" is the protection against 

compulsory self-incrimination. Id.; see also, e.g., 

United States v. Burr (In re Willie), 25 F. Cas. 38, 

39-40 (C.C. Va. 1807) (No. 14,692E) (Marshall, C.J., 

Cir. J.) (describing the protection as "one exception 

to the general rule . . . that every person is 

compellable to bear testimony in a court of justice"). 5  

This decision, rendered by Chief Justice John 
Marshall in his capacity as Circuit Justice and 
presiding judge in the trial of Aaron Burr, involved an 
issue remarkably similar to the one presented here. 
The issue was whether a witness's privilege against 
self-incrimination would be violated if he were, 
compelled to testify as'to his ability to read a 
particular document written in cipher. Ultimately, 
though, the Chief Justice was able to resolve the 
matter by reasoning that "on hearing the question more 
particularly and precisely stated, and finding that it 
refers only to the present knowledge of the cipher, it 
appears to the court that the question may be answered 
without implicating the witness, because his present 
knowledge would not, it is believed, , in a criminal 
prosecution, justify the inference that his knowledge 
was acquired previous to this trial, or afford the 
means of proving that fact." 
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This protection is guaranteed by the Fifth 

Amendment to the United States Constitution, which 

provides that "[n]o person . . . shall be compelled in 

any criminal case to be a witness against himself." A 

similar guarantee, stating that "[n]o subject shall . . 

. be compelled to accuse, or furnish evidence against 

himself," is contained in Article 12 of the 

Massachusetts Constitution's Declaration of Rights. 

"The sets of circumstances in which [Article 12] allows 

a witness to invoke the privilege whereas the Fifth 

Amendment does not are discrete and well defined." 

Commonwealth v. Burgess, 426 Mass. 206, 218 (1997). 7  

Both the federal and state guarantees provide 

protection against only that which is compulsory, 

incriminating, and testimonial. See, e.g., Baltimore  

City Dep't of Soc. Servs. v. Bouknight, 493 U.S. 549, 

554 (1990) ("Bouknight 11") ("The Fifth Amendment's 

protection 'applies only when the accused is compelled 

The provision is, of course, applicable to the States 
through the Fourteenth Amendment. Malloy v. Hogan, 378 
U.S. 1, 4-11 (1964). 
The Burgess Court identified three ways, none of 

which appears pertinent here: "[Article 12] does not 
allow the fact that a defendant refused to submit to a 
breath analysis to be admitted in evidence"; "a 
custodian of corporate records may invoke his [Article 
12] right against self-incrimination in response to a 
subpoena for those corporate records where the act of 
production itself would be personally incriminating"; 
and "the type of immunity that provides the requisite 
degree of protection for [Article 121 purposes is the 
so-called transactional immunity, which provides a 
greater protection than the 'use and derivative use 
immunity' required by the Fifth Amendment." 
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to make a testimonial communication that is 

incriminating.'" (quoting Fisher v. United States, 425 

U.S. 391, 408 (1976))); Burgess, 426 Mass. at 209-211, 

216-221 (recognizing that the three requirements apply 

under Fifth Amendment and Article 12). To be deemed 

"compulsory," speech or conduct must actually be made 

anew as a result of the government's insistence. See,  

e.g., United States v. Hubbell, 530 U.S. 27, 35-36, 40 

(2000); Fisher, 425 U.S. at 400, 409-10 & n.11. Speech 

or conduct is "incriminating" for these purposes if it 

would in itself "support a conviction" or "furnish a 

link in the chain of evidence needed to prosecute the 

witness." E.g., Hubbell, 530 U.S. at 43 (quoting 

Hoffman v. United States, 341 U.S. 479, 486 (1951)); 

Commonwealth v. Martin, 423 Mass. 496, 502 (1996) 

(indicating that principle applies under Fifth 

Amendment and Article 12). A matter is "testimonial" 

only if it is communicative in: nature and conveys 

knowledge or beliefs from an individual's mind to the 

government. See Pennsylvania v. Muniz, 496 U.S. 582, 

589-592 (1990) (describing concept in various terms); 

Doe v. United States, 487 U.S. 201 (1988) ("Doe II") 

(same); Commonwealth v. Brennan, 386 Mass. 772, 776-783 

(1982) (recognizing principle under Fifth Amendment and 

reading it into Article 12). 

Based on the established principles discussed 

above, requiring the Defendant to enter his encryption 
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key pursuant to the Commonwealth's protocol would not 

violate the Fifth Amendment or Article 12. As 

explained in sections that follow, he would not be 

compelled to make any sufficiently testimonial 

communications. 

2. 	The Defendant would not be explicitly 
imparting information or beliefs from 
his mind to the government.  

Compelling the Defendant to enter his encryption 

key would not require him to explicitly impart any 

information from his mind to the government. For 

example, the Commonwealth's proposed protocol would not 

require him to reveal his key to any governmental 

agents (A48). In fact, the Commonwealth would not even 

be allowed to view or record the password or key in 

any way" (id.). And the Defendant's "directing the 

recipient of a communication to do something is not an 

assertion of fact or, at least in this context, a 

disclosure of information." Doe II,  487 U.S. at 217. 

Thus, contrary to suggestions by the judge below, 

this case is unlike one in which the government 

"force[s] a defendant to explain . . . seized 

materials" (A110-113). It is also distinguishable from 

one in which a "subpoena call[ing] for [a defendant to 

testify to the password he utilizes for his computer" 

was found to violate his Fifth Amendment right. United 

States v. Kirschner,  823 F. Supp. 2d 665, 668-669 (E.D. 

Mich. 2010). 
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3. 	Any statements in decrypted files would 
not constitute compelled testimonial  
communications. 

By entering his encryption key, the Defendant 

would likely be enabling the Commonwealth to access 

files that contain communicative statements. However, 

any such statements would not constitute compelled 

testimonial communications. 

Where a suspect is required to produce tangible 

evidence that contains statements made previously and 

voluntarily, those statements are not deemed compulsory 

testimonial communications. The statements may be 

communicative, but they were not made as a result of 

compulsion; and the act of producing them may have been 

compelled, but that act itself does not amount to 

communicating those statements. See, e.g., Hubbell, 

530 U.S. at 35-36, 40 (discussing "the settled 

proposition that a person may be required to produce 

specific documents even though they contain 

incriminating assertions of fact or belief because the 

creation of the documents was not 'compelled' within 

the meaning of the privilege"; and citing precedent 

where, "[b]ecause the papers had been voluntarily 

prepared prior to the issuance of the summonses, they 

could not be 'said to contain compelled testimonial 

evidence'" (quoting Fisher, 425 U.S. at 36)); Bouknight 

II, 493 U.S. at 554-555 ("When the government demands 

that an item be produced, . 	. a person may not claim 

the [Fifth] Amendment's protections based upon the 
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incrimination that may result from the contents or 

nature of the thing demanded."); Fisher, 425 U.S. 

409-410 & n.11 (finding that subpoena for records did 

not implicate privilege, even if records contained 

incriminating writings, where subpoena did "not compel 

oral testimony," or restatement or affirmation of 

contents of records, and records were prepared 

voluntarily). 8  

Here, any statements contained in computer files 

would have been made previously and voluntarily, not as 

a result of government compulsion. And the act of 

providing access itself does not amount to re-making 

them. Thus, those statements would not constitute 

compelled testimonial communications. See, e.g., 

Hubbell, 530 U.S. at 35-36, 40; Bouknight II, 493 U.S. 

at 554-555; Fisher, 425 U.S. at 409-410 & n.11. 

Indeed, courts have so concluded in similar situations. 

See In re Grand Jury Subpoena Duces Tecum Dated March 

25, 2011, 670 F.3d 1335, 1342 (11th Cir. 2012) ("[Any] 

files . 	. in the hidden portions of the [defendant's 

encrypted] hard drives[] are not themselves 

testimonial."); United States v. Fricosu, 841 F. Supp. 

2d 1232, 1236 n.5 (D. Colo. 2012) ("The contents of the 

8 As to the principle stated in the second part of the 
sentence above, see also infra Section V.B (discussing 
general rule that compelled conduct that is not 
communicative is not testimonial); Section V.0 
(discussing general rule that non-communicative 
production of tangible evidence is not testimonial). 
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computer [that the government seeks to access in 

decrypted form] are not, and are not claimed to be, 

privileged."); In re Boucher, 2009 WL 424718, at *2 (D. 

Vt. 2009) (unpublished) ("There is no question that the 

contents of the laptop [that the government seeks to 

access in decrypted form] were voluntarily prepared or 

compiled and are not testimonial, and therefore do not 

enjoy Fifth Amendment protection."). 

4. 	The Defendant's act of decryption itself 
would not involve any implicit  
assertions that are sufficiently 
testimonial.  

Confronted with the realities discussed above, the 

Defendant largely focused on a different argument in 

the Superior Court. That argument was that the act of 

entering the encryption key would itself implicitly 

communicate the facts that: he had knowledge of the 

key; he had access to the computers; and he had 

knowledge, custody, and control of the computers and 

their contents (A337-345,355-357). 

It is true that forms of conduct aside from speech 

and writing may be found testimonial if the actions 

themselves implicitly communicate information or 

beliefs to the government. See, e.g., Burgess, 426 

Mass. at 211 ("The Fifth Amendment privilege . . 

applies not only to verbal communications, but . 

also to nonverbal acts that imply assertions."). Thus, 

when the form of conduct consists of producing records 

or other tangible items, it may be testimonial to the 
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extent that the act of production itself constitutes an 

implicit assertion as to "the existence, possession, or 

authenticity of the things produced." Bouknight II, 

493 U.S. at 554; see also, e.g., Hubbell, 530 U.S. at 

36 & n.19, 40 - 41 (indicating that "'the act of 

production' itself may implicitly communicate 

'statements of fact'" and thus have "a compelled 

testimonial aspect," a matter "distinct from the 

question whether the unprotected contents of the 

documents themselves are incriminating"; and that 

"[t]he Government correctly emphasizes that the 

testimonial aspect of a response to a subpoena duces 

tecum does nothing more than establish the existence, 

authenticity, and custody of items that are produced"); 

Burgess, 426 Mass. at 211 ("The Supreme Court [has] 

stated that a witness's act of producing subpoenaed 

documents may constitute testimonial communication by 

asserting implicitly that the documents existed, were 

in the witness's control, and were authentic."). 

Significantly, though, there are at least two 

situations in which communicative statements or conduct 

will be deemed insufficiently testimonial under both 

the Fifth Amendment and Article 12. The first is where 

"they are merely incidental to or implicit in the 

physical acts that a witness is compelled to perform, 

and . . . their truths will not be relied on by the 

prosecution to convict the witness." Burgess, 426 
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Mass. at 212-213, 220 & n.6 (making clear that the 

principle extends to "implicit assertions" by 

"Mitnesses compelled to yield physical evidence," 

recognizing it under Fifth Amendment, and reading it 

into Article 12); see also Doe II, 487 U.S. 217 n.15 

(observing that simple implicit acknowledgements of 

matters like the fact that the suspect performed the 

act, are not sufficiently testimonial). 

The second situation is where a compelled 

assertion is "a foregone conclusion and the [defendant] 

adds little or nothing to the sum total of the 

Government's information by conceding" it. Fisher, 425 

U.S. at 411 (involving implied assertions regarding 

existence and location of documents). The principle is 

well recognized in Supreme Court jurisprudence. See  

Bouknight II, 493 U.S. at 555 (explaining that mother 

who was ordered to produce abused child could not 

"assert the privilege upon the theory that compliance 

would assert that the child produced is in fact [the 

one demanded] [,] a fact the State could readily 

establish, rendering any testimony regarding existence 

or authenticity insufficiently incriminating" (citing 

Fisher)); United States v. Doe, 465 U.S. 605, 614 n.13 

(1984) ("Doe I") (recognizing that, where individual 

claimed that act of producing documents would 

constitute set of admissions as to their existence, 

possession, and authenticity, the "Government was [not] 
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foreclosed from rebutting [his] claim by producing 

evidence that [such matters] were a 'foregone 

conclusion'" (quoting Fisher)). 

The "foregone conclusion" principle also has been 

referenced repeatedly in Massachusetts. See Burgess, 

426 Mass. at 211-212 (quoting Fisher);  Commonwealth v.  

Doe, 405 Mass. 676, 680-681 (1989) (indicating within 

opinion on scope of Article 12 that "[w]hen it is a 

`foregone conclusion' that a witness has certain items, 

and the items themselves are not privileged, the 

witness has no privilege"); Commonwealth v. Nadworny, 

396 Mass. 342, 363 n.12 (1985) (explaining that 

statement defendant was compelled to write, "'[t]he 

above are samples of my handwriting with my right 

hand,'" may be testimonial because "[i]t reveals the 

defendant's knowledge . . . that he wrote it with his 

right hand," but "it is clearly trivial and 

nonincriminating and therefore unprotected by the Fifth 

Amendment privilege," as "[t]he question of which hand 

the defendant actually used to complete the exemplar 

was 'a foregone conclusion' having been observed [by a 

state trooper] and thus added 'little or nothing' to 

the Commonwealth's information" (first alteration in 

original) (quoting Fisher)); Commonwealth v. Diaz, 383 

Mass. 73, 76 n.5 (1981) (indicating, in addressing 

Article 12 claim, that when prosecutor asks testifying 

defendant "whether he is the person mentioned in [a 
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criminal] record," his answer in the affirmative "is so 

far a 'foregone conclusion,' adding 'little or nothing 

to the sum total of the Government's information,' that 

no serious constitutional issue of self-incrimination 

is raised" (quoting Fisher)); cf. Commonwealth v.  

Hughes, 380 Mass. 583, 590-595 (1980) (discussing 

Fisher's "foregone conclusion" principle, and 

suggesting that no protection would attach if 

information imparted by act of production were a 

foregone conclusion). 

In fact, two federal courts have applied the 

"foregone conclusion" principle to conclude that 

suspects could constitutionally be compelled to produce 

decrypted versions of their computer files. See  

Fricosu, 841 F. Supp. 2d at 1236-1237 (determining that 

Fifth Amendment was not implicated, where there was 

little question government knew of files' existence and 

location and government had shown suspect had ownership 

or at least access; and noting that government's lack 

of knowledge of "the specific content of any specific 

documents [was] not a barrier to production"); Boucher, 

2009 WL 424718, at *3-4 (finding that, because 

government already possessed sufficient information 

regarding files' existence and location and ability to 

authenticate them, act of production itself would 

communicate little or nothing beyond what government 

already knows, and compelling production would not 
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offend Fifth Amendment). While a third court reached a 

different determination, it was only because the 

government did not already "know whether any files 

[were] present on the encrypted drive; whether [the 

defendant had] access to and control over the encrypted 

drives; and whether [he was] capable of decryption." 

Grand Jury Subpoena, 670 F.3d at 1339-1349. 9  

Even if this Court concludes that the Defendant 

would implicitly be making certain assertions through 

the act of decryption, and it does not deem such 

assertions "merely incidental to or implicit in the 

physical acts that a witness is compelled to perform," 

it must find them insufficiently testimonial under the 

"foregone conclusion" rule. Burgess, 426 Mass. at 211-

215, 219-221. Any such assertions would "'add[] little 

or nothing to the sum total of the Government's 

information.'" Id. at 211-212 (quoting Fisher, 425 

U.S. at 411). The basic assertion that the Defendant 

would be making implicitly is that he-is able to 

decrypt his computers. That is no different than what 

he told investigators explicitly (A68,85,171-173,177 

(stating in part, "I can unencrypt my computer" and 

"you're not going to get to any of my computers")). 

9 Note that, in this case, the Commonwealth seeks to 
have the Defendant decrypt his devices, not to have him 
produce decrypted files. Thus, the Defendant's act 
would not implicitly communicate anything about any 
files on his devices, and the Commonwealth would not 
need to show any knowledge regarding any files in order 
to satisfy the "foregone conclusion" rule. 
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Any further assertions that might implicitly flow from 

one would implicitly flow from the other. That is, 

whatever could fairly be read into the Defendant's 

showing investigators that he can decrypt his computers 

could be read into his telling investigators that fact. 

Indeed, the situation mirrors that in Nadworny, 

396 Mass. at 363 n.12. There the defendant's expressly 

stating that he wrote with his right hand was not 

sufficiently testimonial, because he had shown as much 

to an investigator. Id. Here, the Defendant's showing 

that he can decrypt the computers would not be 

sufficiently testimonial, because he had expressly 

stated as much to investigators. 

While the above should be sufficient to warrant 

application of the "foregone conclusion" rule, 

additional facts provide reinforcement. Some concern 

the Defendant's ability to decrypt the devices. 

Specifically, he told investigators, "Encryption is 

part of my life and my business" (A177). And the fact 

that the computers were operating at the time of the 

search showed that they could be accessed by the 

Defendant (A387-394,396). Other facts relate to the 

Defendant's possession and control of the devices. In 

particular, they were seized from his home (A65-66,86-

87,387388). Also, the screen of one computer showed 

an icon with the words "Attorney Leon I. Gelfgatt," and 

a window heading with the words "Leon Documents" 
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(A387,390). And when interviewed by investigators, the 

Defendant referred to the encrypted computers as his 

(A171-173,177; see also  A111,155-156,168 (referring 

generally to computers at his home as being his).) He 

also showed a familiarity with his computers by talking 

about certain software that they utilized (A111,117- 

118,140-141,166,168,171-174,177-178). The Defendant 

further discussed using his computers in relation to 

mortgage-related business (A95-180). Moreover, even 

before the Defendant was interviewed, investigators had 

observed him using a laptop computer, and a cellphone 

or personal digital device (A82-83). Thus, the 

Commonwealth already has ample evidence of any facts 

that the Defendant might be viewed as implicitly 

asserting by entering his encryption key. 

The counterpoints on the "foregone conclusion" 

issue that the Defendant offered in the Superior Court 

are unavailing (A343-344). There he maintained that, 

"[a]lthough the Commonwealth has alleged already having 

evidence of ownership of the computers seized, . . 

the Defendant has never admitted owning all of the 

computers seized nor that he is the only person having 

knowledge, access, and control of their contents" 

(id.). Even assuming that statement reflects a fair 

view of his interview, the points are irrelevant. The 

Defendant has acknowledged that he is able to decrypt 

those computers that are protected by encryption 
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software (A68,85,171-173,I77). The Commonwealth's 

protocol would simply require him to enter the 

encryption key on those computers that are protected by 

encryption software (A47-48). It would not require him 

to take any action relative to any other computers. 

Nor would his entry of the key constitute an implicit 

assertion: that he has ownership of the protected 

computers; that no one else has knowledge of, access 

to, or control of the computers; or of any fact 

concerning any other computers. Thus, by complying 

with the Commonwealth's proposed protocol, he would not_ 

be implicitly making any assertions beyond what he has 

already acknowledged to investigators. 

In summary, the Commonwealth's protocol would not 

compel the Defendant to make any sufficiently 

testimonial communications implicating the Fifth 

Amendment or Article 12. 

B. 	The Defendant's rights against self- 
incrimination would not be offended merely 
because entry of the encryption key would 
require conduct on his part.  

The mere fact that entry of the encryption key 

would. require conduct on the Defendant's part does not 

call for a different result. Given that the conduct 

would not be sufficiently testimonial for the reasons 

stated above, it would be no different than other forms' 

of active conduct that the government may compel a 

suspect to take without offending the Fifth Amendment 

or Article 12. See, e.g., Hubbell, 530 U.S. at 34-35 
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(explaining that "there is a significant difference 

between the use of compulsion to extort communications 

from a defendant and compelling, a person to engage in 

conduct that may be incriminating"; and listing acts 

that "a criminal suspect may be compelled" to do "even 

though the act may provide incriminating evidence"); 

Muniz, 496 U.S. at 591 ("We have . 	applied the 

distinction between 'real or physical' and 

'testimonial' evidence in . . . contexts where the 

evidence could be produced only through some volitional 

act on the part of the suspect."). For example, an 

individual may be made to do any of the following: 

• put on an article of clothing, Holt v. United 

States, 218 U.S. 245, 252-253 (1910); 

• provide a voice exemplar, United States v. Wade, 

388 U.S. 218 (1967); 

• provide a handwriting exemplar, Gilbert v.  

California, 388 U.S. 263 (1967); Burgess, 426 

Mass. at 218 (referencing decision under Fifth 

Amendment within discussion of Article 12);" 

• stop at the scene of an accident in which one is 

involved, California v. Byers, 402 U.S. 424, 431-

433 (1971) (plurality opinion); 

1°  Like the entry of an encryption key, the provision 
of a handwriting exemplar can be viewed as involving 
both a type of compelled conduct and the furnishing of 
tangible evidence. The first aspect is discussed here, 
and the second is discussed infra Section V.C. 
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• execute an appropriately-framed authorization to 

release records, Doe II,  487 U.S. 201; Burgess,  

426 Mass. at 209-221; 

• shave his face, United States v. Valenzuela,  722 

F.2d 1431, 1433-1434 (9th Cir. 1983); United 

States v. Lamb,  575 F.2d 1310, 1316 (10th Cir. 

1978); 

• "reenact the crime for the benefit of the victim," 

Avery v. Procunier,  750 F.2d 444, 448 (5th Cir. 

1985); 

• dye his hair, United States v. Brown,  920 F.2d 

1212, 1214-1215 (5th Cir. 1991), abrogated on 

other grounds by United States v. Candia,  454 F.3d 

468, 473 (5th Cir. 2006); or 

• perform "field sobriety tests consist[ing] of the 

so-called finger-to-nose test, picking up coins 

from the floor, and walking a straight line," 

Brennan,  386 Mass. at 773-774, 777-783 (applying 

Fifth Amendment and Article 12). 

If there is a general principle to be gleaned from this 

body of authority, it is that a suspect may be 

compelled to engage in a limited form of conduct that 

is necessary to enable other participants in the 

criminal justice system to obtain and make effective 

use of evidence. 

As this authority also makes clear, the principle 

is no less applicable when the compelled conduct 
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involves the defendant's applying or utilizing 

knowledge (without conveying it) - even knowledge that 

is known by the defendant but not the government. For 

example, a defendant who is directed to provide a 

handwriting exemplar must on some level contemplate how 

he normally writes and whether he will write in the 

same fashion, and then apply that unique knowledge in 

completing the task. See, e.g., Burgess, 426 Mass. at 

220 & n.5 (recognizing that provision of handwriting 

exemplar, like many, other forms of conduct that may be 

compelled, involves "use[ of the] mind" and "[m]ental 

operations," and "evidenc[es] such mental acts"); 

United States v. McVeigh, 896 F. Supp. 1549, 1561-1562 

(W.D. Okla. 1995) (observing that the "production of [a 

handwriting] exemplar[]" involves the "mental process" 

of "recalling letter symbols and their formation" and 

thus "'is the product of the mind"' (quoting 

government's brief)). Indeed, it is not uncommon for 

defendants to apply such knowledge with the aim of 

disguising their writing. See infra Section V.0 

(citing cases involving that situation). Similarly, 

where a statute requires "a driver involved in an 

accident . 	. to stop at the scene," it compels the 

driver to engage in conduct involving an application of 

his unique knowledge that he was part of an accident. 

Byers, 402 U.S. at 431-433. Yet both of these forms of 

conduct can lawfully be compelled, assuming they do not 
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somehow become sufficiently testimonial under the 

circumstances, See, e.g., id.; Gilbert, 388 U.S. 263; 

Burgess, 426 Mass. at 218, 212, 220; McVeigh, 896 F. 

Supp. at 1561-1562. 11  

The Defendant's entry of an encryption key should 

be treated no differently. Such insufficiently 

testimonial conduct is necessary for law enforcement 

and other participants in the criminal justice system 

to obtain and make use of critical physical evidence 

contained on the Defendant's devices. Investigators 

have offered support for their conclusion that the 

Defendant perpetrated a sophisticated mortgage fraud 

scheme using computers and other electronic devices, 

and that that hardware contains evidence of criminal 

activity (A70,82,89). And yet while the Commonwealth 

has lawfully seized such devices pursuant to a warrant 

issued upon a finding of probable cause, it is unable 

to access the evidence thereon (A68,70,87). That 

inability results not from a lack of diligent effort on 

11  Thus, the Eleventh Circuit was at best imprecise in 
stating that "[t]he touchstone of whether an act of 
production is testimonial is whether the government 
compels the individual to use 'the contents of his own 
mind' to explicitly or implicitly communicate some 
statement of fact." Grand Jury Subpoena, 670 F.3d at 
1345, 1346, 1349 (quoting Curcio v. United States, 354 
U.S. 118, 128 (1957)). Indeed, the proposition is not 
supported by the decision it cited. In Curcio, the 
Supreme Court expressed concern that "forcing [a 
records] custodian to testify orally as to the 
whereabouts of nonproduced records requires him to 
disclose the contents of his own mind. He might be 
compelled to convict himself out of his own mouth." 
354 U.S. at 128 (emphasis added). 
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the Commonwealth's part, but from the Defendant's use 

of new technology to disguise that evidence and erect 

an insurmountable barrier to governmental investigative 

efforts (A65-68,70,87). The barrier can be removed 

only with the Defendant's key (A68). 

Moreover, the entry of the key would not involve 

an application of knowledge any more than that involved 

in giving a handwriting exemplar or stopping at the 

scene of an accident in which one was involved. And as 

the SJC commented with respect to breathalyzer tests, 

"[o]ther forms of compelled production of evidence 

involving greater degrees of participation . . . have 

been held not to violate the privilege." Brennan, 386 

Mass. at 776. Surely the entry of a key is not more 

onerous or intrusive than being made to shave one's 

face, dye one's hair, or reenact a crime. In fact, 

here the Commonwealth's protocols provide for the act 

to be done privately in the presence of the Defendant's 

counsel; and not mentioned at trial, baring exceptional 

circumstances (A47-48). 

The act essentially constitutes an authorization 

to release records not unlike the one that the suspect 

in Doe II was compelled to execute. 487 U.S. 201. 

The contrary determination by the judge below 

appears to have been based on the erroneous belief that 

the government could not "ask[] the defendant to help 

it to get meaningful access to materials that the 
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Government has obtained" or "force a defendant to . . 

help the Government to understand seized materials" in 

any manner (A361-364). As shown above, that is not the 

case. If the government obtains the Defendant's help 

by requiring him to engage in limited conduct that 

involves no compulsory, sufficiently testimonial 

communications, his rights are not violated. 

C. 	What the Commonwealth seeks is no different  
than any lawfully compelled production of  
tangible evidence without obstruction.  

What the Commonwealth seeks may also be viewed as 

an order compelling the Defendant to produce his 

computer devices without encryption. Assuming the act 

of production itself would not be sufficiently 

testimonial for the reasons stated supra Section V.A, 

issuing such an order would not violate the Defendant's 

rights against self-incrimination. 

Requiring an individual merely to display or 

furnish tangible evidence does not offend the Fifth 

Amendment or Article 12. See, e.g., Muniz, 496 U.S. at 

589-592 ("[W]e have long held that the privilege does 

not protect a suspect from being compelled by the State 

to produce 'real or physical evidence.'" (quoting 

Schmerber v. California, 384 U.S. 757, 764 (1966))); 

Burgess, 426 Mass. at 210-211, 218-220 (recognizing 

principle under both Fifth Amendment and Article 12). 

Thus, for example, an individual lawfully may be 

directed to produce any of the following: 
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• a blood sample, to be analyzed for alcohol 

content, Schmerber, 384 U.S. at 764; 

• a handwriting exemplar, Gilbert, 388 U.S. at 266-

267; Burgess, 426 Mass. at 218 (referencing 

decision under Fifth Amendment within discussion 

of Article 12); 

• fingernail scrapings, Cupp v. Murphy, 412 U.S. 291 

(1973); 

• documents, Hubbell, 530 U.S. at 35-36; 

• an abused child, Bouknight II, 493 U.S. at 554-555 

(explaining that mother "cannot claim the 

privilege based on anything that examination of 

[the child] might reveal") ; and 

• "the key to a strongbox," the Supreme Court has 

suggested, Hubbell, 530 U.S. at 43. 12  

Of course, with the privilege against self-

incrimination inapplicable, what remains is the default 

rule that the government is entitled to every person's 

evidence. See, e.g., Nixon, 418 U.S. 683, 709-710. It 

follows that, where a defendant has been directed to 

12 In the dicta containing this reference, the Court 
contrasted "being forced to surrender the key to a 
strongbox" with "telling an inquisitor the combination 
to a wall safe." It is significant that the Court did 
not suggest that a suspect may not be compelled to 
enter his combination. This is consistent with the 
Court's general recognition that the Fifth Amendment 
protects against being compelled to impart knowledge 
and beliefs to the government, but not against being 
compelled to perform any and all types of conduct. See  
supra Sections V.A, V.B. The distinction is critical 
here, as the Commonwealth seeks to have the Defendant 
enter, but not "tell[]," id., his encryption key. 
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furnish tangible evidence, he is not entitled to comply 

in a way that frustrates the government's ability to 

use it, as by disguising or distorting it. For 

example, surely one who is ordered to produce certain 

paper files is not allowed to first run them through a 

shredder. 

The United States Court of Appeals for the Fifth 

Circuit recognized as much with respect to items such 

as voice and handwriting exemplars. See United States  

v. Stembridge, 477 F.2d 874, 876 (5th Cir. 1973). As 

it explained, acquiring evidence of that type 

"require[s] the physical cooperation of the accused in 

order to obtain valid samples." Id. "The accused has 

not been permitted to frustrate the prosecution's right 

to this evidence by simply refusing to give the 

required exemplars," the court maintained. Id. It 

proceeded to reason that "[a]n attempt to disguise the 

handwriting in an exemplar is, in effect, a refusal to 

provide an exemplar, for if an accused were free to 

disguise his writing, without any sanctions, exemplars 

would be worthless." Id.  

Other decisions are in accord. See, e.g., United  

States v. Shively, 715 F.2d 260, 268-269 (7th Cir. 

1983) (Posner, J.) (explaining that a defendant's 

"disguising [his] handwriting" in a compelled 

handwriting exemplar or "pour[ing a] vial of blood 

[drawn by police] down the drain" would constitute 
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"effort[s] to prevent the government from obtaining 

physical evidence to which it is entitled" that are not 

constitutionally protected); Andrews v. State, 436 A.2d 

1315, 1320-1324 (Md. 1981) (concluding, upon review of 

law concerning production or exhibition of defendant's 

body or parts thereof, that "[i]t would make a mockery 

of court proceedings if an accused were to be permitted 

to alter deliberately his appearance in an effort to 

avoid conviction," and an order "designed to restrain 

the deception of [the defendant] infringes upon no 

constitutional right [against self-incrimination]"; and 

approvingly discussing holding that "'any and all 

manner of disguise, whether naturally or artificially 

applied, is intolerable where - with all legitimate 

individual rights duly respected - a public right may 

be invaded by the use of a disguise with the reasonable 

likelihood of impeding thereby the enforcement of 

criminal law'" (quoting People v. Strauss, 22 N.Y.S.2d 

155, 156-157 (Kings County Ct. 1940))); cf.  

Commonwealth v. Hinckley, 422 Mass. 261, 264-265 (1996) 

(affirming that, while a defendant's refusal to produce 

tangible evidence sought by the Commonwealth "may not 

be introduced at trial to establish the defendant's 

consciousness of guilt," he "has no constitutional 

right to refuse to produce" it). 13  

13 See also, e.g., United States v. Izzi, 427 F.2d 293, 
295 n.1 (2d Cir. 1970) ("If an accused were free to 
disguise his handwriting . . . without fear of any 
[footnote continues on next page] 
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Moreover, consistent with the principles discussed 

supra Section V.B, a suspect may be compelled to take 

certain steps to prepare tangible evidence that has 

been demanded so that it may be used effectively by 

other participants in the system. For instance, this 

may be required when one produces his "body as 

evidence." Holt, 218 U.S. at 252-253; Brennan, 386 

Mass. at 781 n.7 (discussing Holt in construing Article 

12). In that event, he may be directed first: to put 

on certain clothing, Holt, 218 U.S. at 252-253; to 

shave his face, Valenzuela, 722 F.2d at 1433 - 1434; 

Lamb, 575 F.2d at 1316; or to dye his hair, Brown, 920 

F.2d at 1214-1215. As another example, one who is 

instructed to furnish a handwriting exemplar is 

necessarily required first to create it. Gilbert, 388 

U.S. at 266 - 267; see also Doe II, 487 U.S. at 217 n.15 

(acknowledging that writing exemplar involves creation 

of "'a new piece of evidence that may be used against'" 

the suspect). Cf.  Brennan, 386 Mass. at 776 (noting 

sanction, exemplars would be worthless and the 
authorization to compel their execution granted by 
Gilbert, illusory."); State v. Haze, 542 P.2d 720, 723 
(Kan. 1975) (discussing Stembridge); People v. Tai, 37 
Cal. App. 4th 990, 996-998 (1995) (concluding that 
defendant's efforts to alter or disguise handwriting in 
court-ordered exemplar are, like refusal to provide 
exemplar, not privileged); People v. Igaz, 326 N.W.2d 
420, 429 (Mich. Ct. App. 1982) (quoting Stembridge; and 
concluding that defendant who attempted to disguise 
handwriting "in effect refused to answer a court 
order, "[t]his conduct cannot be allowed to go 
untempered," and "lt:o do so would render the right to 
order handwriting exemplars a nullity"), vacated on  
other grounds, 341 N.W.2d 467 (Mich. 1983). 
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allowable "forms of compulsion of evidence involving . 

. . degrees of participation," such as handwriting 

exemplars). 

The foregoing further demonstrates why it was 

error for the judge below to suggest that the 

government could not "ask[] the defendant to help it to 

get meaningful access to materials that the Government 

has obtained" (A361-364). To the extent that the 

Defendant is not compelled to make a sufficiently 

testimonial communication, the government is not barred 

from requiring him to provide access to a computer or 

other tangible materials, stripped of any disguises or 

encumbrances. In their current state, the devices at 

issue are analogous to disguised handwriting samples or 

shredded files. The Defendant should be made to 

furnish them in an accessible form by disabling the 

encryption barrier he has installed. 

D. 	There would be no justification for expanding  
the protection against self-incrimination to  
cover the situation presented.  

There would no sound justification for this Court 

to extend the guarantee against self-incrimination so 

as to protect the Defendant in these circumstances. 

Questions arising from the "[t]ension between the 

State's demand for disclosures and the protection of 

the right against self-incrimination . 	. [i]nevitably 

. . must be resolved in terms of balancing the public 

need on the one hand, and the individual claim t 
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constitutional protections on the other; neither 

interest can be treated lightly." Byers, 402 U.S. at 

427. 14  Such a balancing of interests reveals that an 

expansion of the protection would be unwise. 

1. 	The interests of the Commonwealth and 
the public are compelling.  

The interests of the Commonwealth and the public 

are clear. As the SJC recognized in declining one 

invitation to read Article 12 more expansively than the 

Fifth Amendment, "[t]he refusal of most , courts to adopt 

an expansive interpretation of the privilege has 

undoubtedly stemmed in part from a concern for the 

severe constraints on law enforcement practices that 

14  See also, e.g., Baltimore City Dep't of Soc. Servs. 
v. Bouknight, 488 U.S. 1301, 1304 (1988) (Rehnquist, 
C.J., Cir. J.) ('Bouknight 1") (quoting Byers); Burr, 
25 F. Cas. at 39-40 ("When two principles come in 
conflict with each other, the court must give them both 
a reasonable construction, so as to preserve them both 
to a reasonable extent. The principle which entitles 
the United States to the testimony of every citizen, 
and the principle by which every witness is privileged 
not to accuse himself, can neither of them be entirely 
disregarded."); cf. Jenkins v. Anderson, 447 U.S. 231, 
238 (1980) ("Once a defendant decides to testify, 'the 
interests of the other party and regard for the 
function of courts of justice to ascertain the truth 
become relevant, and prevail in the balance of 
considerations determining the scope and limits of the 
privilege against self-incrimination.'" (emphasis 
added) (quoting Brown v. United States, 356 U.S. 148, 
156 (1958))); Commonwealth v. Wayne W., 414 Mass, 218, 
232 (1993) (quoting Jenkins). 

These pronouncements are in no way undermined by 
others indicating that a balancing of interests is 
inappropriate where there would in fact be a 
communication that is compelled, incriminating, and 
sufficiently testimonial under existing law. See New 
Jersey v. Portash, 440 U.S. 450, 459 (1979); Doe, 405 
Mass. at 678-681. 
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would otherwise result." Brennan, 386 Mass. at 782 E. 

n.10. Expanding the privilege to cover compelled 

decryption would constrain law enforcement's ability to 

obtain evidence concerning.the wide range of crimes 

that involve digital media and encryption. In the 

words of one court: 

The computer has become the modern criminal's best 
friend. It is used to communicate to cohorts, 
ensnare victims, and generally to prepare and 
orchestrate criminal conduct. The computer 
facilitates the terrorist organization's ability 
to train its members, spread propaganda and case 
its targets, just as it helps the identity thief 
locate his victims, the pornographer to collect 
and view child pornography, and the fraudster to 
generate fake documents. 

United States v. Vilar, 2007 WL 1075041, at *36 

(S.D.N.Y. 2007) (unpublished). 

"And, it is precisely because computer files can 

be intermingled and encrypted that the computer is a 

useful criminal tool," Id.; accord, e.g.,  United  

States v. D'Amico, 734 F. Supp. 2d 321, 365 (S.D.N.Y. 

2010) (quoting Vilar). The wide range of crimes as to 

which encryption seriously impedes enforcement is well 

documented. See, e.g., supra Section V.A (discussing 

Grand Jury Subpoena, Kirschner, and Boucher, which 

involved child pornography investigations); Hearing  

Before the Senate Select Committee on Intelligence, 

107th Congress, 2002 WL 203187 (2002) (statement of 

Dale L. Watson, Executive Assistant Director, FBI) 

(referencing terrorism and other serious crimes); 

Senate Judiciary Subcommittee on Technology, Terrorism, 
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& Government Information, 105th Congress, Crime,  

Terror, & War 23 (1998) [hereinafter Senate Judiciary 

Report] (referencing organized crime, drug dealing, 

terrorism, and gambling); Matthew Parker Voors, 

Encryption Regulation in the Wake of September 11,  

2011, 55 Fed. Comm. L.J. 331 (2003) (cataloguing 

documented uses in terrorism); Andres Rueda, The  

Implications of Strong Encryption Technology on Money  

Laundering, 12 Alb. L.J. Sci. & Tech. 1 (2001) 

(discussing use in "every phase of the money laundering 

cycle"). Undoubtedly, the availability of the 

technology also gives many the confidence to pursue 

bolder forms of crime, knowing that the evidence can be 

concealed. In short, to afford protection against 

compelled decryption is to strengthen a key tool for 

obstructing the enforcement of many criminal laws. 

The consequences would prove severe. One reason 

is that the impact of encryption technology on law 

enforcement is guaranteed to grow. With time, more 

activities will be carried out through digital media, 

more information will be stored on such media, and the 

use of encryption will become more prevalent. As a 

result, a greater portion of criminal conduct will be 

capable of being concealed technologically. See, e.g., 

Senate Judiciary Report, supra, at 23 ("[T]he numbers 

of criminals using encryption are doubling each year . 

. [and] law enforcement agencies [heard from] . . 
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are in unanimous agreement that the widespread use of 

encryption ultimately will devastate our ability to 

fight crime and terrorism, unless we have built in 

public safety features."); Ric Simmons, The New Reality 

of Search Analysis, 81 Miss. L.J. 991, 1007 (2012) 

("[C]riminals are increasingly using advanced 

cryptography on their communications and data .  

storage."); Brendan M. Palfreyman, Lessons from the  

British and American Approaches to Compelled 

Decryption, 75 Brook. L. Rev. 345, 378 (2009) ("As the 

use of encryption becomes increasingly prevalent, 

governments will face a growing need to develop a 

comprehensive and coordinated response to situations 

where powerful encryption stands between the government 

and valuable evidence."). 

Furthermore, keeping encryption barriers 

impenetrable could enable whole categories of computer-

dependent crime and conduct to go virtually unchecked. 

The Supreme Court reached a similar conclusion in an 

analogous situation. It observed that, in the area of 

white-collar crime, "‘[t]he greater portion of evidence 

of wrongdoing by an organization or its representatives 

is usually found in the official records and documents 

of that organization.'" Braswell v. United States, 487 

U.S. 99, 115-116 & n.9 (1988) (quoting United States v.  

White, 322 U.S. 694, 700 (1944)). Thus, the Court 

determined, ""[w]ere the cloak of the privilege to be 
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thrown around :the] impersonal records and documents 

:held by corporate records custodians], effective 

enforcement of many federal and state laws would be 

impossible." Id. (quoting White). 15  Similarly, as to 

criminal offenses and forms of activity that inherently 

involve computers, such as internet child pornography 

and computer hacking, "[t]he greater portion of 

evidence," id., will be digital. Extending the 

privilege to provide protection against compelled 

decryption could render "effective enforcement" in 

these areas "impossible," id.  

This case well illustrates-the principles 

discussed above. The Defendant is accused of a type of 

offense that can have devastating consequences. See  

generally Federal Bureau of Investigation, 2010  

Mortgage Fraud Report. His own scheme involved the 

fraudulent diversion of seventeen mortgage payoffs, 

relating to over fourteen million dollars in mortgages, 

it is alleged (A49,70-89). And investigators concluded 

.15  The SJC reached a different conclusion concerning 
the ability of corporate records custodians to claim 
the privilege, under Article 12. Doe, 405 Mass. at 
678-681. Its conclusion was based on a belief that, 
contrary to the Supreme Court's view, the act of 
production by such individuals may in fact be 
testimonial and incriminating personally. Id. Having 
found the privilege applicable, the SJC then indicated 
that any balancing of interests would be impermissible. 
Id. However, nowhere did the court suggest that the 
above-referenced reasoning from Braswell or interest-
balancing generally would be invalid where, as here, 
there would be no compelled, sufficiently testimonial 
communications. Id. 
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that the Defendant's own scheme was carried out using 

digital media, and that such media contain a wealth of 

evidence (A70,82-89). Yet the Defendant's encryption 

barrier makes accessing that evidence impossible 

(A68,70,87). The interests of justice and of the 

public will be disserved if the Defendant is allowed to 

leave that barrier in place. 

2. 	The Defendant can offer no weightier  
interests.  

The Defendant cannot offer more compelling reasons 

to expand the privilege. For example, in the Superior 

Court, the defense invoked certain pronouncements 

concerning the general values underlying the privilege 

that can be traced back to Murphy v. Waterfront Commln, 

378 U.S. 52, 55 (1964) (A356-357). However, the Murphy 

Court's reliance on such values as a basis for 

construing the privilege broadly has since been 

criticized by the Court to some extent. See United  

States v. Balsys, 524 U.S. 666, 690-698 (1998) 

(specifically highlighting "inviolability of the human 

personality," "personal testimonial integrity," and 

rights to privacy as inappropriate bases). And with 

reference to some of the same phrases invoked by the 

Defendant, both the Supreme Court and the SJC have 

observed that "the privilege has never been given the 

full scope which the values it helps to protect 

suggest." Schmerber, 384 U.S. at 762-763; see also  

Balsys, 524 U.S. at 623 (citing Schmerber's statement); 
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Doe II, 487 U.S. at 213 n.11 (same, and adding that 

"Dif the societal interests in privacy, fairness, and 

restraint of governmental power are not 

unconstitutionally offended by compelling the accused 

to have his body serve as evidence . 	, it is 

difficult to understand how compelling a suspect to 

make a nonfactual statement that facilitates the 

production of evidence by someone else offends the 

privilege"); Fisher, 425 U.S. at 399-401 (explaining 

that Fifth Amendment does not protect generally against 

obtaining of private information or against every 

invasion of privacy); Brennan, 386 Mass. at 782 & n.10 

(1982) (citing Schmerber's statement, in explaining 

decision not to expansively construe Article 12 as 

requested). 

However, even an examination of frequently-stated 

rationales for the privilege would not warrant 

expanding it to cover the present circumstances. 

Perhaps the principal specific rationale that has been 

offered is that it protects against the extraction of 

incriminating statements through brutal and inhumane 

means. See, e.g., Balsys, 524 U.S. at 690 (recognizing 

that "our fear that self-incriminating statements will 

be elicited by inhumane treatment and abuses" has been 

cited as among policies underlying privilege (quoting 

Murphy,  378 U.S. at 55)); White, 322 U.S. at 700 

(explaining that, as a result of privilege, "[p]hysical 
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torture and other less violent but equally 

reprehensible modes of compelling the production of 

incriminating evidence are . avoided"). 16  Here, 

that is clearly not a risk. 

Other commonly-cited, specific rationales include 

"our distrust of self-deprecatory statements; and our 

realization that the privilege, while sometimes a 

shelter to the guilty, is often a protection to the 

innocent." E.g., Balsys, 524 U.S. 690 (quoting Murphy, 

378 U.S. at 55). These rationales would also not 

justify extending the privilege in circumstances such 

as those presented. Compelling the entry of the 

encryption key will never be analogous to extracting an 

untrustworthy admission. 

Finally, this Court is being asked to authorize a 

limited and specific form of conduct in a precise set 

16 See also, e.g., Twining v. New Jersey, 211 U.S. 78, 
91 (1908) (recognizing that privilege was generally 
regarded [at the time of the formation of the Union], 
as now" in part as "a safeguard against . . . 
tyrannical prosecutions"), overruled in part on other  
grounds by Malloy, 378 U.S. 1; Attorney General v.  
Colleton, 387 Mass. 790, 793 (1982) (quoting Murphy) . ; 
In re Opinion of the Justices, 300 Mass. 620, 625 
(1938) (quoting Twining); Chavez v. Martinez, 538 U.S. 
760, 801 (2003) (Ginsburg, J., concurring in part and 
dissenting in part) (describing the protection as 
"[c]losely connected 'with the struggle to eliminate 
torture as a governmental practice'" (quoting E. 
Griswold, The Fifth Amendment Today 3 (1955))); 3 
Joseph Story, Commentaries on the Constitution § 1782 
(1833) (explaining that protection against self-
incrimination is of value because "in some countries, 
not only are criminals compelled to give evidence 
against themselves, but are subjected to the rack or 
torture in order to procure a confession of guilt"). 
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of circumstances that would be performed according to 

detailed protective protocols. A defendant would be 

compelled to enter an encryption key where: the 

devices at issue have already been lawfully seized; the 

defendant has made it impossible for the devices to be 

accessed by investigators; and he has admitted that he 

is able to decrypt those devices. As noted, the 

protocols for his entering the key provide that: he 

would do so "in the presence of [defense] counsel"; the 

Commonwealth "shall not view or record the password"; 

the Commonwealth "shall be precluded from introducing 

any evidence relating to [the court's] Order or the 

manner in which the digital media in this case was 

decrypted in its case in chief"; and the Commonwealth 

shall be "precluded from introducing any such evidence 

whatsoever except to the extent necessary to cure any 

potentially misleading inferences created by the 

defendant at trial relating to this matter" (A47-48). 

Such measures would further mitigate any imposition and 

protect his interests. See Fricosu, 841 F. Supp. . 2d at 

1237 (attaching significance to government's offer not 

to use suspect's act of producing decrypted contents of 

her computer against her in deciding to compel 

production). 17  The Defendant's interests do not 

outweigh those of the Commonwealth. 

17  The Commonwealth is not suggesting that the above 
necessarily represents the only set of circumstances in 
which such conduct can lawfully be compelled. But as 
[footnote continues on next page] 
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VI. CONCLUSION 

For the foregoing reasons, this Court should 

answer the reported question in the affirmative. 

Respectfully submitted, 

MARTHA COAKLEY 
Attorney General 

Ra dall E. Ravitz (B 	#643381) 
Thomas D. Ralph (BBO #630110) 
Assistant Attorneys General 
Criminal Bureau 
One Ashburton Place 
Boston, MA 02108 
Phone: 	(617) 727-2200 
Fax: 	(617) 573-5358 
E-mail: randall.ravitz@state.ma.us  

Dated: August 13, 2012 

the reported question is confined to the situation 
presented here, this Court need not address others. 
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UNITED STATES CONSTITUTION 

Amendment V. 

No person shall be held to answer for a capital, or 
otherwise infamous crime, unless on a presentment or 
indictment of a Grand Jury, except in cases arising in 
the jand or naval forces, or in the Militia, when in 
actual service in time of War or public danger; nor 
shall any person be subject for the same offence to be 
twice put in jeopardy of life or limb; nor shall be 
compelled in any criminal case to be a witness against 
himself, nor be deprived of life, liberty, or property, 
without due process of law; nor shall private property 
be taken for public use, without just compensation. 

Amendment XIV. 

Section 1. All persons born or naturalized in the 
United States, and subject to the jurisdiction thereof, 
are citizens of the United States and of the State 
wherein they reside. No State shall make or enforce any 
law which shall abridge the privileges or immunities of 
citizens of the United States; nor shall any State 
deprive any person of life, liberty, or property, 
without due process .of law; nor deny to any person 
within its jurisdiction the equal protection of the 
laws. 

Section 2. Representatives shall be apportioned among 
the several States according to their respective 
numbers, counting the whole number of persons in each 
State, excluding Indians not taxed. But when the right 
to vote at any election for the choice of electors for 
President and Vice President of the United States, 
Representatives in Congress, the Executive and Judicial 
officers of a State, or the members of the Legislature 
thereof, is denied to any of the male inhabitants of 
such State, being twenty-one years of age, and citizens 
of the United States, or in any way abridged, except 
for participation in rebellion, or other crime, the 
basis of representation therein shall be reduced in the 
proportion which the number of such male citizens shall 
bear to the whole number of male citizens-twenty-one 
years of age in such State. 

Section 3. No person shall be a Senator or 
Representative in Congress, or elector of President and 
Vice President, or hold any office, civil or military, 
under the United States, or under any State, who, 
having previously taken an oath, as a member of 
Congress, or as an officer of the United States, or as 
a member of any State legislature, or as an executive 
or judicial officer of any State, to support the 
Constitution of the United States, shall have engaged 
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in insurrection or rebellion against the same, or given 
aid or comfort to the enemies thereof. But Congress may 
by a vote of two-thirds of each House, remove such 
disability. 

Section 4. The validity of the public debt of the 
United States, authorized by law, including debts 
incurred for payment of pensions and bounties for 
services in suppressing insurrection or rebellion, 
shall not be questioned. But neither the United States 
nor any State shall assume or pay any debt or 
obligation incurred in aid of insurrection or rebellion 
against the United States, or any claim for the loss or 
emancipation of any slave; but all such debts, 
obligations and claims shall be held illegal and void. 

Section 5. The Congress shall have power to enforce, by 
appropriate legislation, the provisions of this 
article. 

CONSTITUTION OR FORM OF GOVERNMENT FOR THE COMMONWEALTH 
OF MASSACHUSETTS 

Part the First. A Declaration of the Rights of the 
Inhabitants of the Commonwealth of 
Massachusetts 

Article XII. 

No subject shall be held to answer for any crimes or 
offence, until the same is fully and plainly, 
substantially and formally, described to him; or be 
compelled to accuse, or furnish evidence against 
himself. And every subject shall have a right to 
produce all proofs, that may be favorable to him; to 
meet the witnesses against him face to face, and to be 
fully heard in his defence by himself, or his council, 
at his election. And no subject shall be arrested, 
imprisoned, despoiled, or deprived of his property, 
immunities, or privileges, put out of the protection of 
the law, exiled, or deprived of his life, liberty, or 
estate, but by the judgment of his peers, or the law of 
the land. And the legislature shall not make any law, 
that shall subject any person to a capital or infamous 
punishment, excepting for the government of the army 
and navy, without trial by jury. 

MASSACHUSETTS RULES OF CRIMINAL PROCEDURE 

Rule 14. Pretrial Discovery. 

(a) Procedures for Discovery. 
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(1) Automatic Discovery. 

(A) Mandatory Discovery for the Defendant. The 
prosecution shall disclose to the defense, and permit 
the defense to discover, inspect and copy, each of the 
following items and information at or prior to the 
pretrial conference, provided it is relevant to the 
case and is in the possession, custody or control of 
the prosecutor, persons under the prosecutor's 
direction and control, or persons who have participated 
in investigating or evaluating the case and either 
regularly report to the prosecutor's office or have 
done so in the case: 

(i) Any written or recorded statements, and the 
substance of any oral statements, made by the defendant 
or a co-defendant. 

(ii) The grand jury minutes, and the written or 
recorded statements of a person who has testified 
before a grand jury. 

(iii) Any facts of an exculpatory nature. 

(iv) The names, addresses, and dates of birth of the 
Commonwealth's prospective witnesses other than law 
enforcement witnesses. The Commonwealth shall also 
provide this information to the Probation Department. 

(v) The names and business addresses of prospective law 
enforcement witnesses. 

(vi) Intended expert opinion evidence, other than 
evidence that pertains to the defendant's criminal 
responsibility and is subject to subdivision (b) (2). 
Such discovery shall include the identity, current 
curriculum vitae, and list of publications of each 
intended expert witness, and all reports prepared by 
the expert that pertain to the case. 

(vii) Material and relevant police reports, 
photographs, tangible objects, all intended exhibits, 
reports of physical examinations of any person or of 
scientific tests or experiments, and statements of 
persons the party intends to call as witnesses. 

(viii) A summary of identification procedures, and all 
statements made in the presence of or by an identifying 
witness that are relevant to the issue of identity or 
to the fairness or accuracy of the identification 
procedures. 

(ix) Disclosure of all promises, rewards or inducements 
made to witnesses the party intends to present at 
trial. 
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(B) Reciprocal Discovery for the Prosecution. Following 
the Commonwealth's delivery of all discovery required 
pursuant to subdivision (a)(1)(A) or court order, and 
on or before a date agreed to between the parties, or 
in the absence of such agreement a date ordered by the 
court, the defendant shall disclose to the prosecution 
and permit the Commonwealth to discover, inspect, and 
copy any material and relevant evidence discoverable 
under subdivision (a) (1) (A) (vi), (vii) and (ix) which 
the defendant intends to offer at trial, including the 
names, addresses, dates of birth, and statements of 
those persons whom the defendant intends to call as 
witnesses at trial. 

(C) Stay of Automatic Discovery; Sanctions. 
Subdivisions (a)(1)(A) and (a)(1) (B) shall have the 
force and effect of a court order, and failure to 
provide discovery pursuant to them may result in 
application of any sanctions permitted for non-
compliance with a court order under subdivision 14(c). 
However, if in the judgment of either party good cause 
exists for declining to make any of the disclosures set 
forth above, it may move for a protective order 
pursuant to subdivision (a)(6) and production of the 
item shall be stayed pending a ruling by the court. 

(D) Record of Convictions of the Defendant, 
Codefendants, and Prosecution Witnesses. At arraignment 
the court shall order the Probation Department to 
deliver to the parties the record of prior complaints, 
indictments and dispositions of all defendants and of 
all witnesses identified pursuant to subdivisions 
(a)(1)(A)(iv) within 5 days of the Commonwealth's 
notification to the Department of the names and 
addresses of its witnesses. 

(E) Notice and Preservation of Evidence. (i) Upon 
receipt of information that any item described in 
subparagraph (a)(1)(A)(i)-(viii) exists, except that it 
is not within the possession, custody or control of the 
prosecution, persons under its direction and control, 
or persons who have participated in investigating or 
evaluating the case and either regularly report to the 
prosecutor's office or have done so in the case, the 
prosecution shall notify the defendant of the existence 
of the item and all information known to the prosecutor 
concerning the item's location and the identity of any 
persons possessing it. (ii) At any time, a party may 
move for an order to any individual, agency or other 
entity.  dn possession, custody or control of items 
pertaining to the case, requiring that such items be 
preserved for a specified period of time. The court 
shall hear and rule upon the motion expeditiously. The 
court may modify or vacate such an order upon a showing 
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that preservation of particular evidence will create 
significant hardship, on condition that the probative 
value of said evidence is preserved by a specified 
alternative means. 

(2) Motions for Discovery. The defendant may move, and 
following its filing of the Certificate of Compliance 
the Commonwealth may move, for discovery of other 
material and relevant evidence not required by 
subdivision (a) (1) within the time allowed by Rule 
13(d)(1). 

(3) Certificate of Compliance. When a party has 
provided all discovery required by this rule or by 
court order, it shall file with the court a Certificate 
of Compliance. The certificate shall state that, to the 
best of its knowledge and after reasonable inquiry, the 
party has disclosed and made available all items 
subject to discovery other than reports of experts, and 
shall identify each item provided. If further discovery 
is subsequently provided, a supplemental certificate 
shall be filed with the court identifying the 
additional items provided. 

(4) Continuing Duty. If either the defense or the 
prosecution subsequently learns of additional material 
which it would have been under a duty to disclose or 
produce pursuant to any provisions of this rule at the 
time of a previous discovery order, it shall promptly 
notify the other party of its acquisition of such 
additional material and shall disclose the material in 
the same manner as required for initial discovery under 
this rule. 

(5) Work Product. This rule does not authorize 
discovery by a party of those portions of records, 
reports, correspondence, memoranda, or internal 
documents of the adverse party which are only the legal 
research, opinions, theories, or conclusions of the 
adverse party or its attorney and legal staff, or of 
statements of a defendant, signed or unsigned, made to 
the attorney for the defendant or the attorney's legal 
staff. 

(6) Protective Orders. Upon a sufficient showing, the 
judge may at any time order that the discovery or 
inspection be denied, restricted, or deferred, or make 
such other order as is appropriate. The judge may alter 
the time requirements of this rule. The judge may, for 
cause shown, grant discovery to a defendant on the 
condition that the material to be discovered be 
available only to counsel for the defendant. This 
provision does not alter the allocation of the burden 
of proof with regard to the matter at issue, including 
privilege. 
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(7) Amendment of Discovery Orders. Upon motion of 
either party made subsequent to an order of the judge 
pursuant to this rule, the judge may alter or amend the 
previous order or orders as the interests of justice 
may require. The judge may, for cause shown, affirm a 
prior order granting discovery to a defendant upon the 
additional condition that the material to be discovered 
is to be available only to counsel for the defendant. 

(8) A party may waive the right to discovery of an 
item, or to discovery of the item within the time 
provided in this Rule. The parties may agree to reduce 
or enlarge the items subject to discovery pursuant to 
subsections (a) (1) (A) and (a)(1)(B). Any such waiver or 
agreement shall be in writing and signed by the waiving 
party or the parties to the agreement, shall identify 
the specific items included, and shall be served upon 
all the parties. 

(b) Special Procedures. 

(1) Notice of Alibi. 

. (A) Notice by Defendant. The judge may, upon written 
Motion of the Commonwealth filed pursuant to 
subdivision (a)(2) of this rule, stating the time, 
date, and place at which the alleged offense was 
committed, order that the defendant serve upon the 
prosecutor a written notice, signed by the defendant, 
of his or her intention to offer a defense of alibi. 
The notice by the defendant shall state the specific 
place or places at which the defendant claims to have 
been at the time of the alleged offense and the names 
and addresses of the witnesses upon whom the defense 
intends to rely to establish the alibi. 

(B) Disclosure of Information and Witness. Within seven 
days of service Of the defendant's notice of alibi, the 
Commonwealth shall serve upon the defendant a written 
notice stating the names and addresses of witnesses .  
upon whom the prosecutor intends to rely to establish 
the defendant's presence at the scene of the alleged 
offense and any other witnesses to be relied on to 
rebut testimony of any of the defendant's alibi 
witnesses. 

(C) Continuing Duty to Disclose. If prior to or during 
trial a party learns of an additional witness whose 
identity, if known, should have been included in the 
information furnished under subdivision (b)(1)(A) or 
(B), that party shall promptly notify the adverse party 
or its attorney of the existence and identity of the 
additional witness. 
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(D) Failure to Comply. Upon the failure of either party 
to comply with the requirements of this rule, the judge 
may exclude the testimony of any undisclosed witness 
offered by such party as to the defendant's absence 
from or presence at the scene of the alleged offense. 
This rule shall not limit the right of the defendant to 
testify. 

(E) Exceptions. For cause shown, the judge may grant an 
exception to any of the requirements of subdivisions 
(b) (1) (A) through (D) of this rule. 

(F) Inadmissibility of Withdrawn Alibi. Evidence of an 
intention to rely upon an alibi defense, later 
withdrawn, or of statements made in connection with 
that intention, is not admisSible in any civil or 
criminal proceeding against the person who gave notice 
of that intention. 

(2) Defense of Lack of Criminal Responsibility Because 
of Mental Disease or Defect. 

(A) Notice. If a defendant intends to rely upon the 
defense of lack of criminal responsibility because of 
mental disease or defect at the time of the alleged 
crime, the defendant shall, within the time provided 
for the filing of pretrial motions by Rule 13(d)(2) or 
at such later time as the judge may allow, notify the 
prosecutor in writing of such intention. The notice 
shall state: 

(i) whether the defendant intends to offer testimony of 
expert witnesses on the issue of lack of criminal 
responsibility because of mental disease or defect; 

(ii) the names and addresses of expert witnesses whom 
the defendant expects to call; and 

(iii) whether those expert witnesses intend to rely in 
whole or in part on statements of the defendant as to 
his or her mental condition at the time of the alleged 
crime or criminal responsibility for the alleged crime. 

The defendant shall file a copy of the notice with the 
clerk. The judge may for cause shown allow late filing 
of the notice, grant additional time to the parties to 
prepare for trial, or make such other order as may be 
appropriate. 

(B) Examination. If the notice of the defendant or 
subsequent inquiry by the judge or developments in the 
case indicate that statements of the defendant as to 
his or her mental condition at the time of, or criminal 
responsibility for, the alleged crime will be relied 
upon by expert witnesses of the defendant, the court, 
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upon its own motion or upon motion of the prosecutor, 
may order the defendant to submit to a psychiatric 
examination consistent with the provisions of the 
General Laws and subject to the following terms and 
conditions: 

(i) The examination shall include such physical and 
psychological examinations and physiological and 
psychiatric tests as the examiner deems necessary to 
form an opinion as to the mental condition of the 
defendant at the time the alleged offense was 
committed. No examination based on statements of the 
defendant may be conducted unless the judge has found 
that (a) the defendant then intends to offer at trial 
psychiatric evidence based on his or her own statements 
or (b) there is a reasonable likelihood that the 
defendant will offer that evidence. 

(ii) No statement, confession, or admission, or other 
evidence of or obtained from the defendant during the 
course of the examination, except evidence derived 
solely from physical or physiological observations or 
tests, may be revealed to the prosecution or anyone 
acting on its behalf unless so ordered by the judge. 

(iii) The examiner shall file with the court a written 
psychiatric report which shall contain his or her 
findings, including specific statements of the basis 
thereof, as to the mental condition of the defendant at 
the time the alleged offense was committed. 

The report shall be sealed and shall not be made 
available to the parties unless (a) the judge 
determines that the report contains no matter, 
information, or evidence which is based upon statements 
of the defendant as to his or her mental condition at 
the time of, or criminal responsibility for, the 
alleged crime, or which is otherwise within the scope 
of the privilege against self-incrimination; or (b) the 
defendant files a motion requesting that the report be 
made available to the parties; or (c) during trial the 
defendant raises the defense of lack of criminal 
responsibility and the judge is satisfied that (1) the 
defendant intends to testify or (2) the defendant 
intends to offer expert testimony based in whole or in 
part upon statements of the defendant as to his or her 
mental condition at the time of, or criminal 
responsibility for, the alleged crime. 

If a psychiatric report contains both privileged and 
nonprivileged matter, the court may, if feasible, at 
such time as it deems appropriate, make available to 
the parties the nonprivileged portions. 

59 



(iv) If a defendant refuses to submit to an examination 
ordered pursuant to and subject to the terms and 
conditions of this rule, the court may prescribe such 
remedies as it deems warranted by the circumstances, 
which may include exclusion of the testimony of any 
expert witness offered by the defense on the issue of 
the defendant's mental condition or the admission of 
evidence of the refusal of the defendant to submit to 
examination. 

(3) Notice of Other Defenses. If a defendant intends to 
rely upon a defense based upon a license, claim of 
authority or ownership, or exemption, the defendant 
shall, within the time provided for the filing of 
pretrial motions by Rule 13(d) (2) or at such later time 
as the judge may direct, notify the prosecutor in 
writing of such intention and file a copy of such 
notice with the clerk. If there is a failure to comply 
with the requirements of this subdivision, a license, 
claim of authority or ownership, or exemption may not 
be relied upon as a defense. The judge may for cause 
shown allow a late filing of the notice or grant 
additional time to the parties to prepare for trial or 
make such other order as may be appropriate. 

(c) Sanctions for Noncompliance. 

(1) Relief for Nondisclosure. For failure to comply 
with any discovery order issued or imposed pursuant to 
this rule, the court may make a further order for 
discovery, grant a continuance, or enter such other 
order as it deems just under the circumstances. 

(2) Exclusion of Evidence. The court may in its 
discretion exclude evidence for noncompliance with a 
discovery order issued or imposed pursuant to this 
rule. Testimony of the defendant and evidence 
concerning the defense of lack of criminal 
responsibility which is otherwise admissible cannot be 
excluded except as provided by subdivision (b) (2) of 
this rule. 

(d) Definition. The term "statement", as used in this 
rule, means: 

(1) a writing made by a person having percipient 
knowledge of relevant facts and which contains such 
facts, other than drafts or notes that have been 
incorporated into a subsequent draft or final report; 
or 

(2) a written, stenographic, mechanical, electrical, or 
other recording, or transcription thereof, which is a 
substantially verbatim recital of an oral declaration 
and which is recorded contemporaneously with the making 
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of the oral declaration, except that a computer 
assisted real time translation, or its functional 
equivalent, made to assist a deaf or hearing impaired 
person, that is not transcribed or permanently saved in 
electronic form, shall not be considered a statement. 

Rule 34. Report. 

If, prior to trial, or, with the consent of the 
defendant, after conviction of the defendant, a 
question of law arises which the trial judge determines 
is so important or doubtful as to require the decision 
of the Appeals Court, the judge may report the case so 
far as necessary to present the question of law arising 
therein. If the case is reported prior to trial, the 
case shall be continued for trial to await the decision 
of the Appeals Court. 
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