
szk 

4,8m*,t-1 

fro 

A 

;1( 

COMMONWEALTH OF MASSACHUSETTS 

Appeals -_Court • 
SUFFOLK COUNTY No. 2012-P-0737 

COMMONWEALTH; 

Plaintiff-Appellant, 

LEON GELFGATT, 

Defendant-Appellee. 

ON REPORT OF A QUESTION OF LAW BY THE SUPERIOR COURT 
FOR SUFFOLK COUNTY PURSUANT TO MASS. R. CREW. P. 34 

BRIEF FOR LEON GELFGATT 

x f 

Paul J. Davenport 
Jeruchim & Davenport, LLP 
One McKinley Square, Fifth Floor 
Boston, MA 02109 
BBO #639821 
Phone: (617) 720-6047 
Fax: (617) 720-3001 
Email: davetiportaj dlawvers.com  

Stanley D. Helinski 
Helinski Law Offices 
One McKinley Square, Fifth Floor 
Boston, MA 02109 
BBO #644417 
Phone.: (617) 314-7801 
Fax: (617) 933-2943 
Email: Stan(i4massadvocate.com   

A 	' 



TABLE OF CONTENTS 

I. STATEMENT OF THE ISSUE PRESENTED FOR REVIEW 	 1 

STATEMENT OF THE CASE 	 1 

III. STATEMENT OF THE FACTS 	 3 

IV. SUMMARY OF THE ARGUMENT 	 6 

V. ARGUMENT 	 7 

A....Compelling the Defendant to furnish his password would be testimonial, and thus 

would violate his rights against self-incrimination. 	 7 

1. Compelling the Defendant to furnish his password 

would violate the Fifth Amendment. 	 7 

2. Compelling the Defendant to select a computer and 
enter an encryption key would require the use of his 

thoughts and knowledge. 	 10 

2. 	Compelling the Defendant to furnish his password 

would violate the Article 12. 	 30 

B. There is no evidence that the information sought still exists and is in the 

Defendant's possession. 	 38 

C. 	Compelling the Defendant to furnish his password would violate attorney-client 

privilege 	 39 

VI. CONCLUSION 	 40 

CERTIFICATE OF COMPLIANCE 	 43 

CERTIFICATE OF SERVICE 	 44 



TABLE OF AUTHORITIES 

Cases 

Commonwealth v. Burgess, 	426 Mass. 	206, 	209 	(1977) 	 8,30 

36 Commonwealth v. Doe, 	405 Mass. 	676, 	681 	(1989) 	  

Commonwealth v. 	Ellis, 	1999 WL 823741 Mass.Super., 	1999  	39 

Commonwealth v. 	Hughes, 	380 Mass. 	583 	(1980) 	  33 

Couch v. 	United States, 	409 U.S. 	322 	(1973) 	  33 

Curcio v. 	United States, 	354 U.S. 	118 	(1957) 	  15 

Doe v. 	United States, 	487 U.S. 	201 	(1988) 	  13 

Doe v. 	United States, 	487 U.S. 	201, 	208, 	n. 	6 	(1988) 	 24 

Doe v. 	United States, 	487 U.S. 	201, 	212 	(1987) 	  22 

Fisher v. 	United States, 	425 U.S. 	391 	(1976) 	  19 

Fisher v. 	US, 	425 U.S. 	391 	(1976) 	  34 

Gilbert v. 	California, 	388 U.S. 	263 	(1967) 	  34 

In re Boucher, 2009 WL 424718, 1-2 (D. Vt. Feb. 19, 2009) 	21 

In re Grand Jury Subpoena, 670 F.3d at 1339-1349) 	 26 

Murphy v.. Waterfront Comm'n, 378 U.S. 52, 55 (1964) 	33 

Schmerber v. California, 384 U.S. 757 (1966) 	 34 

Schmerber v. California, 384 U.S. 757, 761, 86 S.Ct. 1826, 

1830-31, 16 L.Ed.2d 908 (1966) 	 8,30 

Snow v. Oklahama, 489 F.2d 278 (10 th  Cir. 1973) 	 34 

United States v. Bryan, 339 U.S. 323, 331 (1949) 	 7 

United States v. Doe, Nos. 11-12268 & 11-15421, 2012 U.S. 

App. LEXIS 3894 (11th Cir. Feb. 23, 2012) 	 14 

United States v. Fricosu, No. 10-CR-00509 (D. Colo. Jan. 

23, 2012) 	 18 

United States v. Hubbell, 530 U.S. 27, 44-45 (2000) 	19 

United States v. Kirschner, 823 F.Supp.2d 665 (F.D. Mich. 

2010) 	 22 

United States v. Nixon, 418 U.S. 683, 709 (1974) 	 7 

US v. Wade, 388 U.S. 218 (1967) 	 34 

Treatises 

8 Wigmore, Evidence (McNaughton rev., 1961), 317 	 31 

ii 



I. STATEMENT OF THE ISSUE PRESENTED FOR REVIEW 

Can the Defendant be compelled by the 

Commonwealth to provide his passwords to encrypted 

computers seized by the Commonwealth, despite the 

rights and protections provided by the Fifth Amendment 

to the United State Constitution and Article Twelve of 

the Massachusetts Declaration of Rights? 

II. STATEMENT OF THE CASE 

In May of 2010, the Dfendant was indicted in 

Essex, Middlesex, Suffolk and Norfolk Counties by a 

Statewide Grand Jury. The indictments totaled 17 true 

bills. Following arraignment of each of the matters, 

all indictments were consolidated into Suffolk County 

where they presently reside. 

On or about, November 21, 2011, the Commonwealth 

filed a Motion to Compel the Defendant to Enter hi 

Password into Encryption Software he Placed on Various 

Digital Media Storage Devices that are Now in the 

Custody of the Commonwealth and a Motion to to Report 
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Question of Law Pursuant to Mass R. Crim. P. 34. The 

Defendant opposed each of these motions. 

Nearly simultaneously with the filing of the 

Commonwealth's Motion to Compel, the Defendant filed a 

Motion to Suppress largely related to the search of a 

lawyer's files. The trial court has not yet ruled on 

the Defendant's motion. 

On or about, January 18, 2012, the trial court denied 

the Commonwealth's motion and referred the question 

arising from the motion to the Appeals Court pursuant 

to Mass.R.Civ.P. 34. 

On or about March 13, 2012, the Commonwealth moved to 

stay proceedings in this matter. This was opposed by 

the Defendant and allowed by the trial court. 

On or about April 12, 2012, the Commonwealth moved to 

supplement the appellate record. This motion was 

opposed by the Defendant partially on the basis of the 

trial court's stay order. During hearing on the 

motion, the trial court conditioned allowance of the 

motion on the Commonwealth's agreement to limitations 

2 



surrounding the use of the proposed record. 	The 

Commonwealth subsequently agreed to the limitations 

and allowed the Commonwealth's motion. 

The matter is now before the Appeals Court upon 

questions reported to this Court by the trial court in 

connection with the Commonwealth's Motion to Compel. 

III. STATEMENT OF THE FACTS 

The Defendant is a Massachusetts attorney who is 

alleged to have created and forged residential 

mortgage assignments. He is then alleged to have 

recorded the forged assignments in the public registry 

and is alleged to have awaited receipt of mortgage 

funds once each mortgage was eventually paid off with 

the intention of converting the funds to his own. The 

Commonwealth associates seventeen such mortgage 

assignments to this Defendant that were created and 

recorded between August and November, 2009. The 

Defendant denies these allegations. 
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Facts related to the reported question and the 

record are minimal. Many of the facts offered by the 

Commonwealth are not part of the record. 

During the execution of a search warrant the 

Defendant's home was searched. [A00295] Numerous 

electronic devices were confiscated. Of those 

confiscated devices was an encrypted computer. 

[A00047]. Despite the Commonwealth's attempts, its 

representatives have been unable to gain access to the 

contents of the computer of the encrypted computer. 

[A00047]. 

The Defendant is an attorney-at-law, licensed to 

practice in the Commonwealth of Massachusetts. At the 

time of this incident, the Defendant maintained only a 

home office. He was practicing law out of his house 

and maintained client files in his home office. Both 

the search and the seizure of items by the police were 

conducted without safeguards governing the search of 

potentially confidential client matters.' 

The Defendant has moved to suppress all items seized 

from his home, including the encrypted computer, on 
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On December 17, 2009, (following the search warrant 

and the Defendant's arrest) the Defendant gave a 

recorded interview to the State Police. [A00095]. The 

Defendant was questioned about these confiscated 

electronic devices and, during the interview, told the 

interviewers about his knowledge of the password to 

the Defendant's ability to un-encrypt his own personal 

computer at that time. [A000173]. The record is 

absent any recent or present knowledge of this 

particular password and is absent evidence of any 

written document containing the password. The record 

is further absent any evidence of the actual user of 

any of the encrypted computers. Evidence exists only 

that the Defendant had purchased this particular 

computer—but for whom (himself, his law office, a 

family member or the entire family) is unknown. There 

is no evidence that any of these encrypted computers 

were used in furtherance of legal representation and 

one that contained client confidences. 

the basis that, inter 'alia, the warrant failed to 

provide proper safeguards. 
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The encrypted computers were both desktop 

computers and were found in the Defendant's home. 

[A00047] Conversely, all of the Commonwealth's 

allegations involve the Defendant's use of a laptop 

computer, which he took great pains to use outside of 

his home—at various publically available Wi-Fi 

locations. [A00299]. 

IV. SUMMARY OF THE ARGUMENT 

Compelling the Defendant to furnish his password 

to the computers seized by the Commonwealth would 

violate. his rights under the Fifth, Sixth and 

Fourteenth Amendments to the United States 

Constitution as well as .his rights under Articles 12 

and 14 of the Massachusetts Declaration of Rights. 

Such a compulsion to furnish his passwords would be 

testimonial, and thus would violate his rights against 

self-incrimination. No amount of procedural or 

prophylactic measures could possibly circumvent this 

violation of his basic rights. The Commonwealth holds 

no evidence that a password presently exists or that 

the Defendant has a present memory of it. 
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Furthermore, in this specific case, the Defendant is 

an attorney and maintained client files at his home 

and on his computers. Despite this, the government 

took no precaution or other measure to protect against 

the release and review of potentially attorney/client 

information contained on the seized electronic 

devices. The government should be precluded from 

accessing the Defendant's computers on this basis 

alone. For these reasons the Defendant requests that 

the reported question be answered in the negative. 

V. ARGUMENT 

A. 	C,mpsiling the Defendant to fur .11ish his 

password ;iould 	testimonial, and thus 
would violate his rights against salf-
incrinlination. 

1. 	a,-=.11:1.,ng the Defendant to furnish his 
passord would violate the Fifth 

Amendment 

Completing the case misquoted by the Commonwealth 

in its brief, "[I]n the context of a grand jury 

inquiry . 	. 'the public . . . has a right to every 

man's evidence,' except for those persons protected by 

a constitutional, common-law, or statutory privilege." 

United States v. Nixon,  418 U.S. 683, 709 (1974) 

(quoting United States v. Bryan,  339 U.S. 323, 331 



(1919)). The Fifth Amendment provides, however, that 

no person "shall be compelled in any criminal case to 

be a witness against himself.' U.S. Const. Amend. V. 

Similarly, Article 12 of the Massachusetts Declaration 

of Rights states that "No subject shall . . . be 

compelled to accuse, or furnish evidence against 

himself." Thus, the privilege against self-

incrimination carves out a significant exception to 

the government's ability to obtain every man's 

evidence. 

Under the Fifth Amendment, compelled 

communications that are testimonial and potentially 

incriminating are precluded by the privilege against 

self-incrimination. Commonwealth v. Burgess, 426 

Mass. 206, 209 (1977) citing Schmerber v. California, 

384 U.S. 757, 761 (1966). Similarly, Article 12 of 

the Massachusetts Declaration of Rights prohibits 

compelled communication that furnishes evidence. Id. 

The Commonwealth seeks to compel a communication from 

Mr. Celfgatt in the form of a password. The nature of 

this compelled action would, independently, violate 

Article 12 as a compelled communication that furnishes 

evidence. Further, the act of furnishing a password 

would be testimonial in nature in violation of the 
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Fifth Amendment, since it would serve to provide 

evidence of ownership and control of a particular 

computer seized by the Commonwealth, and could 

certainly imply knowledge and control of their 

contents. Encryption technology not only prohibits 

entry into a computer's file structure but also 

provides distractions to mask the nature of the 

computer as encrypted, such as the appearance of an 

unlocked and operating computer. This is recognized by 

virtue of the government's request to prohibit the 

Defendant from entering a "fake" password to create 

"prepared information." 

Depictions of a particular computer's screen 

does not necessarily create an inference of the 

Defendant's ownership, control and use of the machine, 

because such images may be "prepared information" and 

not necessarily the computer's desktop. 

The government seeks to compel the Defendant to 

unlock all encrypted devices found at his home. 

[A00047]. The Defendant admits to only holding a 

password to his computer. [A00173]. Compelling Mr. 

Gelfgatt to unlock whichever computer is "his," as 
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referred to in the interview, requires the Defendant 

to select the particular computer to which he was 

referring. There is no evidence that he holds the 

passwords to other encrypted devices—just that he has 

knowledge of their encrypted status. This act of 

selecting the particular computer requires the use of 

the Defendant's knowledge and thought process. As . 

such, it is testimonial in nature. The Defendant has 

a right to refuse this request under the Fifth 

Amendment and Article 12. 

2 	,s'omplliacr the Defendant to select a 

and, ,'enter anencryption key 

would require the use of his thoughts 
anA knowledge 

The government holds information that the 

Defendant had, at one time, the password to "his" 

computer. All (or most) of the computers found in the 

Defendant's home and law office were encrypted. Even 

if you were to believe that screen photographs depict 

the actual screen—and not a fabricated screen to 

prevent unauthorized access—there is no evidence that 

the computer to which the Defendant referred in his 
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interview was the same as that depicted in the screen 

images. 2  

The Defendant cannot be compelled to provide access to 

all encrypted devices, because there is simply no 

evidence that he is in possession of all of the 

passwords. This would require Mr. Gelfgatt to use his 

thought process and select the computer to which he 

referred in his interview. This would essentially 

amount to a follow up interview to obtain greater 

information than was obtained in the original. 

The Commonwealth, as proponent of evidence, would 

eventually bear the burden of establishing 

admissibility of any files found on a computer hard 

drives. Commonwealth vs. Purdy, 459 Mass. 442 447, 

945 N.E.2d 372 (2011). This would necessarily include 

the chain of custody and the Defendant's use and 

control of the files. 

2 Indeed, the government's allegations involve the use 

of a laptop computer that the Defendant took great 

pains to use outside of his home [A00299]. 

1 1 



The government is requesting that the Defendant 

provide that foundation despite his rights afforded by 

the Fifth Amendment and Article 12. Forcing the 

Defendant to divulge the passwords to any one of these 

computers would require him to admit ownership, 

knowledge, and control and, therefore, provide the 

government with its necessary foundation for 

admissibility. If the Defendant is compelled to 

provide access to a computer, he will have to select 

the computer to which he has access and enter an 

encryption key to that particular computer. This 

process of selecting a computer provides the 

government with the Defendant's thought process and 

knowledge surrounding the particular computer to which 

he has access and control. Even compelling the 

Defendant to identify which computer he was referring 

to would violation his rights. 

Again, the Defendant referenced his knowledge of 

an encrypted computer to his interviewers. We do not 

presently know which computer (of the several seized) 

that he was referencing. Knowing that the government 

cannot ascertain which of the seized computers are 
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encrypted (because the nature of the encryption, 

itself, may be concealed), they cannot properly argue 

that an order requiring the Defendant to enter a 

password into the computer he referenced is not 

testimonial in nature. 

The Commonwealth argues that Mr. Gelfgatt would 

not be explicitly imparting information or beliefs 

from his mind to the government. (AG Brief, 18). 

This can be proven false simply by the notion that the 

government is unable to represent the Defendant's 

present knowledge of any password. The only person who 

knows whether the Defendant has present knowledge of 

the password (i.e., whether or not he has forgotten 

it) is the Defendant, himself. This information could 

only come from his own thoughts. 

The compelled selection of a computer and entry 

of a password would thus be an assertion of fact as 

well as a conveyance of knowledge or beliefs from an 

individual's mind to the government as prohibited in 

Doe v. United States,  487 U.S. 201 (1988). 
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Adding the Commonwealth's proclaimed prophylactic 

measures does nothing to diminish this breach of Mr. 

Gelfgatt's rights. The result is the same—the 

Commonwealth seeks to extract knbwledge and 

information from Mr. Gelfgatt against his wishes in 

order to better prosecute him. Such a compelled 

extraction goes beyond a mere collection of physical 

evidence, such as fingerprints, DNA, or even 

handwriting exemplars. He would be forced to turn 

over his knowledge to be used against himself at 

trial. It is the physical expression of his knowledge 

that makes it constitutionally protected. In denying 

the Commonwealth's motion to compel below, Judge 

Brassard compared such a compulsion to forcing a 

defendant to translate his own coded writings if they 

are seized by the government. (A00362). The writings 

are not protected in and of themselves, however 

forcing the defendant to translate them for the 

government would be unconstitutional. Similarly, 

while the computers were seized by the Commonwealth 

pursuant to a search warrant, forcing Mr. Gelfgatt to 

manipulate them in any way, such as by entering 

passwords, would be an unconstitutionally compelled 

self-incrimination. 
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The federal appeals court for the Eleventh 

Circuit has recently addressed the same issue in 

United States v. Doe, Nos. 11-12268 & 11-15421, 2012 

U.S. App. LEXIS 3894 (11th Cir. Feb. 23, 2012), where 

the court held that a suspect can refuse to provide 

the password required to decrypt a hard drive on Fifth 

Amendment grounds. In that case, the defendant was 

suspected of child pornography and his encrypted 

computers and hard drives were seized from his hotel 

room by the government, who then subpoenaed him to 

furnish the password to decrypt them. Id. at 6-7. 

The Eleventh Circuit found that the decryption and 

production of the contents of these computers and hard 

drives would have been the equivalent of self-

incriminating testimony, even if the files themselves 

were not testimonial. Id. at 11. The court stated 

that "an act of production can be testimonial when 

that act conveys some explicit or implicit statement 

of fact that certain materials exist, are in the 

subpoenaed individual's possession or control, or are 

authentic." Id. at 20. The court added that "the 

touchstone of whether an act of production is 

testimonial is whether the government compels the 

15 



individual to use 'the contents of his own mind' to 

explicitly or implicitly communicate some statement of 

fact." Id. at 20 (quoting Curcio v. United States, 

354 U.S. 118 (1957)). 

Mr. Gelfgatt's case is directly on point. The 

Commonwealth has seized his encrypted computers and 

seeks to compel him to furnish the password to decrypt 

them. The production of his password would be self-

incriminating testimony in that it would convey the 

very same explicit and implicit statement of fact that 

these materials are under his control and would show 

contemporaneous knowledge of their contents. The 

Commonwealth is thus seeking to compel Mr. Gelfgatt to 

use the contents of his own mind against him by 

forcing him to explicitly or implicitly communicate 

his passwords. 

The Doe opinion acknowledged two exceptions: (1) 

when the government compelled a physical act that does 

not require an individual to "make use of the contents 

of his or her mind" and (2) under the foregone 

conclusion doctrine, if the government can show with 

"reasonable particularity" that, at the time it sought 
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to compel the act of production, it already knows of 

the materials, thereby making any testimonial aspect a 

`forgone conclusion." Id. at 21. In Doe,  the 

government could establish neither exception. 

Under the first exception in Doe,  the court ruled 

"that the decryption and production would be 

tantamount to testimony by Doe of his knowledge of the 

existence and location of potentially incriminating 

files; of his possession, control, and access to the 

encrypted portions of the drives; and of his 

capability to decrypt the drives." Id. at 22. 

Once again, Mr. Gelfgatt's case is directly on 

point. Production of his password would not fall 

under the first exception since it would still require 

him to make use of the contents of his mind. 

Specifically, it would force him to make the same 

self-incriminating testimony as proscribed by Doe of 

his knowledge of the existence and location of 

potentially incriminating files and of his possession, 

control and access to the encrypted portions of the 

drives. The Commonwealth has not proven that he had 

exclusive access to the computers seized, or control 
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over any specific computer among those seized, or that 

he had universal or exclusive access to any or all of 

the encrypted areas of the computers seized. Thus, 

Mr. Gelfgatt's case does not fall within the first 

exception outlined by under Doe. 

Under the second exception in Doe, the foregone 

conclusion doctrine, the court found that the 

government did not have any evidence that any 

incriminating evidence or files existed on the hard 

drive or even know whether the defendant had access to 

the encrypted parts of the drives. Id. at 23. The 

court distinguished United States v. Fricosu, No. 10- 

CR-00509 (D. Colo. Jan. 23, 2012), where the 

government knew that the defendant had specific 

encrypted contents on his computer from conversations 

recorded with her ex-husband and alleged co-

conspirator, and thus had independent knowledge of the 

contents, location, or existence of the sought-after 

documents. Doe at 28. 

Mr. Geflgatt's case remains on point with Doe. 

Although he indicated that his computer was encrypted 

to the police, he never indicated to which of the 
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computers they seized he was referring. He also never 

admitted that incriminating evidence or files existed 

on any of the computers seized. He also never 

admitted which areas of his computer were used by him 

or whether others had access to those or other areas 

on the computers. Thus, the Commonwealth, unlike the 

government in Fricosu, does not have any specific 

knowledge of the encrypted contents or areas on his 

computers or of the existence of any specific 

incriminating files. The photographs showing Mr. 

Gelfgatt's name is never associated with the one he 

referenced and may be a pretend screen used to fool 

unauthorized users. Consequently, there is no 

information the government is seeking to obtain that 

is already held, and the forgone conclusion doctrine 

does not apply to Mr. Gelfgatt. 

Similarly, in United States v. Hubbell, 530 U.S. 

27, 44-45 (2000), the Court held that Hubbell's act of 

production was sufficiently testimonial to trigger 

Fifth Amendment protection since his knowledge of the 

implicit testimonial facts associated with his act of 

production was not a foregone conclusion. In doing 

so, the Court distinguished Fisher v. United States, 
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425 U.S. 391 (1976), in which the production of tax 

records was a foregone conclusion since the government 

could have obtained the records from a legitimate 

source wholly independent of the compelled testimony. 

Specifically, in Fisher the government already knew 

the documents were in the attorneys' possession and 

could independently confirm their existence and 

authenticity through the accountants who created them. 

Hubbell, 530 U.S. at 44-45. In Hubbell, by contrast, 

the government could not show that it had prior 

knowledge of either the existence or the whereabouts 

of the documents ultimately produced by the 

respondent, nor could the government cure this 

deficiency through the overbroad argument that a 

businessman will always process general business and 

tax records that fall within the broad categories of a 

subpoena. Id. Thus, in Fisher the act of production 

was not testimonial because the government had 

knowledge of each fact that had the potential of being 

testimonial, whereas in Hubbell there was testimony in 

the production of the documents since the government 

had no knowledge of the existence of documents, other 

than a suspicion that documents likely existed and, if 
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they did exist, that they would fall within the broad 

categories requested. Id. 

Mr. Gelfgatt's case is much closer to Hubbell. 

As in Hubbell, the government only suspects the 

existence of incriminating documents on the computers 

seized from Mr. Gelfgatt's home office. They have no 

specific knowledge of the existence of any specific 

document on any specific computer seized. Although 

they have in their possession documents received by 

other parties, there is nothing that specifically ties 

them to any of the computers seized. Forcing Mr. 

Gelfgatt to furnish his password would complete the 

evidentiary chain and the act of production itself 

would be testimonial confirmation of his knowledge of 

the existence of those specific documents. Since the 

government does not already have these things to offer 

into evidence, they cannot possibly sustain the burden 

of proof that these things are a foregone conclusion. 

Similarly, Mr. Gelfgatt's case is easily 

distinguished from In re Boucher, 2009 WL 424718, 1-2 

(D. Vt. Feb. 19, 2009), in which the government sought 

to compel a suspect to decrypt his laptop after 
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government agents had already reviewed portions of the 

encrypted drive with suspect at a border stop, but 

where later unable to reopen the drive after the 

computer was powered down. In Mr. Gelfgatt's case, 

the Commonwealth never had access to the contents of 

the encrypted drives or had viewed incriminating 

files. Fisher  and Hubbell  still require the 

government to show its knowledge that incriminating 

files actually exist. U.S. v. Doe  at 28. 

Although the Commonwealth goes to great lengths 

in their brief to construe Mr. Gelfgatt's production 

as non-tesimonial, "An act is testimonial when the 

accused is forced to reveal his knowledge of facts 

relating him to the offense or from having to share 

his thoughts and beliefs with the government." United 

States v. Kirschner,  823 F.Supp.2d 665 (F.D. Mich. 

2010) (quoting Doe v. United States,  487 U.S. 201, 212 

(1987)). Forcing Mr. Gelfgatt to reveal the passwords 

to the seized computers would communicate "that 

factual assertion to the government, and thus, is 

testimonial—it requires Defendant to communicate 

`knowledge,' unlike the production of a handwriting 

sample or a voice exemplar. Id. at 669. 
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As the government did in U.S. v. Doe, the 

Commonwealth presently is completing great feats of 

mental gymnastics to characterize the production of 

Mr. Gelfgatt's password as nothing more than a 

physical non-testimonial transfer. Doe at 22. The 

Commonwealth attempts minimize the intrusive nature of 

their demand to extract knowledge from Mr. Gelfgatt's 

mind by emphasizing that they will not retain this 

knowledge after it has been used to decrypt the 

computers and by emphasizing that they already possess 

the encrypted computers that they seek to decrypt. 

However, their argument completely overlooks the fact 

that to achieve their goal of decrypting the computers 

in the first place still requires extracting knowledge 

from Mr. Gelfgatt' mind, regardless of whether the 

information is retained and regardless of the location 

of the encrypted computers. The Commonwealth is not 

seeking the password for its own sake but instead the 

files being withheld. Forcing Mr. Gelfgatt to furnish 

the password to decrypt those files forces him to use 

the contents of his mind against himself. "Requiring 

Doe to use a decryption password is most certainly 

more akin to requiring the production of a combination 
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[as opposed to a physical key] because both demand the 

use of the contents of the mind, and the production is 

accompanied by the implied factual statements noted 

above [of his knowledge of the existence and location 

of potentially incriminating files; of his possession, 

control, and access to the encrypted portions of the 

drives; and of his capability to decrypt the files] 

that could prove to be incriminatory." Id. at 22-23 

(quoting Hubbell,  530 U.S. at 43) (emphasis added). 

Compelled testimony that communicates information 

that may lead to incriminating evidence is privileged 

even if the information itself is not inculpatory. 

Doe v. United States,  487 U.S. 201, 208, n. 6 (1988). 

This would apply to Mr. Geflgatt's passwords, which 

the Commonwealth intends to use to explore the 

possibility of whether any of the files on the seized 

computers incriminate him or not. Since the compelled 

testimony sought would force Mr. Gelfgatt to produce 

the contents of his mind, it would be "like telling an 

inquisitor the combination to a wall safe, not like 

being forced to surrender the key to a strongbox." 

Hubbell  at 43. 
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Ironically, the Commonwealth cites Hubbell in its 

brief to support its argument that the files 

themselves on the encrypted computers do not 

constitute compelled testimonial communications, 

despite the fact that in. Hubbell the production itself 

was a protected testimony. (AG Brief, 19-22). 

Regardless of whether files on a computer are 

themselves protected in the absence of encryption, 

compelling the password itself is prohibited as a 

compelled testimonial communication since the 

Commonwealth has no evidence whether any incriminating 

files exist on those computers. This point too is 

conceded by the Commonwealth on page 19, where they 

admit that "[b]y entering his encryption key, the 

Defendant would likely be enabling the Commonwealth to 

access files that contain communicative statements." 

(emphasis added). 

In its brief, the Commonwealth also outlines the 

federal court cases that have applied the foregone 

conclusion principle to encrypted computers, citing 

Fricosu (where the government already had specific 

knowledge of the contents of the computer from 

recorded conversations) and Boucher (where the 
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government had already viewed specific incriminating 

files on the computer before it was turned off and 

they lost the ability to access them again). (AG 

Brief, 25-26). The Commonwealth does acknowledge that 

"a third court reached a different determination, it 

was only because the government did not already 'know 

whether any files [were] present on the encrypted 

drive; whether [the defendant had] access to and 

control over the encrypted drives; and whether [he 

was] capable of decryption.'" (AG Brief, 26 (citing 

In re Grand Jury Subpoena, 670 F.3d at 1339-1349). 

First, Mr. Gelfgatt's case more closely tracks In re  

Grand Jury Subpoena, in that the Commonwealth, as in 

that case, does not already know whether there are any 

specific incriminating files on the seized computers 

and whether Mr. Gelfgatt had access to and control 

over any specific computer or area of its hard drive. 

Although he indicated to the police that he had 

encrypted his computer, he never specified to which of 

the seized computer he was referring and the 

Commonwealth interviewers failed to establish the 

specific computer to which the Defendant had 

referenced. Second, and more importantly, the 

Commonwealth completely overlooks United States v.  
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Doe,  which addresses the foregone conclusion doctrine 

and specifically distinguishes Fricosu  in holding that 

the defendant in that case was protected by the Fifth 

Amendment since the government did not have any 

evidence that any incriminating evidence or files 

existed on the hard drive or even know whether the 

defendant had access to the encrypted parts of the 

drive. Doe at 23. The state of the Commonwealth's 

knowledge in the present case is no better. 

Contrary to the Commonwealth's assertions, the 

contents of the seized computers are not a foregone 

conclusion. The Commonwealth, by its own admission, 

is without knowledge of the computer's contents. 

Although Mr. Gelfgatt stated his computer was 

encrypted, he never identified to which one he was 

referring. The mere act of production would be using 

his own knowledge against him to link his act of 

decryption to the contents of all of the computers. 

If additional crimes were contained therein, the 

Commonwealth would now have the unfettered ability to 

bring new charges. If files linking him to his 

present charges existed on the computers, the 

Commonwealth would now have even better evidence than 
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they had before since these files would now have been 

produced by Mr. Gelfgatt himself on the computer he 

decrypted, showing knowledge and control of the files. 

The documents currently in possession by the 

Commonwealth do not show authorship, but the file 

structure on many computers does. Although the 

computers were on when seized by the State Police, 

they never bothered to check which sections of the 

hard drives were decrypted at that moment, if any, or 

whether there were even any specifically incriminating 

files on the computers they were seizing. The fact 

that computers were on in Mr. Gelfgatt's absence do 

not show who had turned them on and accessed them. 

The fact that they were in his home office does not 

prove that he had access to any one of them 

considering that there were others who had access to 

both the home and the home office. Even an icon with 

his name in it merely suggests that the computer was 

used somehow in connection with his law office, 

although once again not necessarily by himself. 

Although he spoke about the software he used, he never 

identified to which computer he was referring, and the 

Commonwealth does not know which software is installed 

on any of the computers. To date, the Commonwealth 
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has not been able to identify, let alone prove, which 

of the seized computers was used by Mr. Gelfgatt. 

Conversely, all of the government's allegations 

involve the use of laptop computer away from the 

Defendant's home. 

The Commonwealth claims that the entry of his 

password is a physical act and applies no more 

knowledge than that involved in giving a handwriting 

exemplar. (AG Brief, 34). While writing involves 

minimal thought to execute, it does not seek to 

extract thoughts and knowledge and use them against 

the defendant—they merely replicate the physical 

evidence of handwriting. Extracting a password, on 

the other hand, involves taking knowledge from his 

mind and using it against him—a far cry from simply 

recording physical or mechanical evidence. Employing 

superfluous prophylactic techniques to disguise the 

invasiveness of this extraction merely cloaks tyranny 

in illusory protocol. Although the Commonwealth is 

quick to list "the key to a strongbox" among the list 

of physically discoverable materials, citing Hubbell, 

glaringly omitted is the combination to a safe 

suggested by the same Court in the other half of the 
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analogy. (AG Brief, 36). And while a defendant may 

not first run documents through a shredder before 

producing him, there is no case precedent compelling 

him to decode an already decoded or encrypted writing. 

Mr. Gelfgatt is not attempting to deliberately alter 

the Commonwealth's evidence, as they suggest, but is 

merely refusing access to his mind and suggesting the 

Commonwealth conduct its own investigation without his 

help. (AG Brief, 38). The Commonwealth writes of 

weighing public need against individual rights, but 

that balancing has already been done and while 

physical or mechanical productions are not protected, 

self-incrimination is absolutely protected by both the 

Fifth Amendment and Article 12. While the 

Commonwealth may need to improve its investigative 

procedures and decryption knowledge to adapt to 

changing technology, the federal and Massachusetts 

constitutions are timeless bedrocks of individual 

liberty and prevent the Commonwealth from simply 

taking easy shortcuts across a defendant's rights by 

forcing him to incriminate himself. 

9 . 	 Co=elling t7:le Def endant to fu:, nish his 
pass7ord wollicl violate the Artils 12. 
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Article 12 of the Massachusetts Declaration of 

Rights goes even beyond the minimum standards set by 

the Fifth Amendment. Article 12 prohibits compelled 

communication that furnishes evidence. Commonwealth  

v. Burgess,  426 Mass. 206, 209 (1977). This 

protection goes well beyond the physical versus 

knowledge dichotomy of Fifth Amendment analysis. The 

mere fact that the Commonwealth seeks to compel Mr. 

Gelfgatt to furnish his password offends the 

Massachusetts Declaration of Rights irrespective of 

where or how it leads to incrimination. 

The Commonwealth relies on Bur ess  as an example 

where a production is insufficiently testimonial since 

the production is "merely incidental to or implicit in 

the physical acts that a witness is compelled to 

perform and . . . when their truths will not be relied 

on by the prosecution to convict the witness." (citing 

Burgess  at 212-13). Burgess, however, dealt with tax 

records of which the Commonwealth already had 

independent knowledge and proof, and did constitute 

the present "fishing expedition" for potentially 

incriminating files on computers they know nothing 
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about. Once these files are unlocked for the 

Commonwealth, the production itself implies a number 

of connections to Mr. Gelfgatt, such as his knowledge, 

ability to access, and connection to specific content. 

It would be virtually impossible to predict all of the 

ways the Commonwealth might use this information at 

trial, despite their assurances to the contrary. In 

its own brief, the Commonwealth leaves open an 

opportunity to use the information broadly: "here the 

Commonwealth's protocols provide for the act to be 

done privately in the presence of the Defendant's 

counsel; and not mentioned at trial, baring 

exceptional circumstances. (AG Brief, 34). (emphasis 

added). The Defendant's constitutional rights should 

not be relaxed on the basis of a conditional promise 

by a prosecuting authority. The exception that the 

Commonwealth has carved out for itself, namely being 

"precluded from introducing any such evidence 

whatsoever except to the extent necessary to cure any 

potentially misleading inferences created by the 

defendant at trial relating to this matter," is a 

veritable license to use it at will to counter any 

defense actually raised by counsel or imagined by the 

Commonwealth. "Potentially misleading inferences" to 
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the Commonwealth at trial would be anything offered in 

defense other than a change of plea. (AG Brief, 49). 

Thus, it may be specifically read that the information 

sought to be obtained by the government—including the 

Defendant's selection of a specific computer and 

control over specific information—will be used against 

him at trial. 

In Commonwealth v. Hughes, 380 Mass. 583 (1980), 

the Court held that a Defendant cannot be forced to 

produce physical evidence against him when the 

production is an implicit statement about its 

existence, location and control. Id. The location of 

the gun in Hughes is no different from Mr. Gelfgatt's 

password. Both are implicit statements concerning 

knowledge, custody, and control. In Hughes the court 

held that w[i]t is extortion of information from the 

accused himself that offends our sense of justice. 

And again our sense of fair play dictates a fair 

state-individual balance by requiring the government 

to leave the individual, alone until good cause is 

shown for disturbing him and by requiring the 

government in its contest with the individual to 

shoulder the entire load." Id. at 595 citing Couch v.  

United States, 409 U.S. 322 (1973); 8 Wigmore, 
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Evidence (McNaughton rev., 1961), 317; Murphy v.  

Waterfront Comm'n, 378 U.S. 52, 55 (1964). 

Any order directing the Defendant to produce 

information when the production implies existence, 

location or control would not only violate the Fifth 

Amendment and Article 12, but would unfairly shift the 

evidentiary burden from the Commonwealth to the 

Defendant. The password sought from Mr. Gelfgatt is 

information that is incriminating by implication and 

cannot be extorted from him. The privilege against 

self-incrimination serves as a barrier against 

government overreaching, forcing the government to 

conduct its own investigations instead of forcing the 

individual to be the origin of the evidence himself or 

herself. 

Although physical evidence itself can be 

compelled, as with a blood sample (Schmerber v.  

California, 384 U.S. 757 (1966)), voice exemplars (US 

v. Wade, 388 U.S. 218 (1967)), handwriting samples 

(Gilbert v. California, 388 U.S. 263 (1967)), 

fingerprints (Snow v. Oklahama, 489 F.2d 278 (10 th  Cir. 

1973)), and tax records (Fisher v. US, 425 U.S. 391 
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(1976), it can only be compelled when it does not 

become testimonial or when a defendant is "not 

required to disclose any knowledge he might have." 

Hughes, 380 Mass. at 589 citing U.S. v. Wade, 388 U.S. 

at 222. The Hughes court differentiated the 

production of tax records from producing the gun in 

that case by pointing out that the existence, location 

and control of the tax records were not in issue—"the 

existence and location of the papers are a foregone 

conclusion and the taxpayer adds little or nothing to 

the sum total of the Government's information by 

conceding that he in fact has the papers." Id. at 

590. The existence, location and control of the gun 

in Hughes, on the other hand, were not only relevant, 

but central to the case. Similarly, authentication of 

the tax records did not incriminate the taxpayer since 

they were created by accountants and produced by 

subpoena. Production of the gun in Hughes directly 

implicated the defendant in that case in the act of 

production. Tax records were more like collecting 

blood evidence—it did not matter how the evidence was 

collected, since it was the physical evidence that 

implicated the defendants and not the manner or 

production. In the present case, knowledge, custody 
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and control of the computers allegedly governed by Mr. 

Gelfgatt's password is central to the case in the same 

way as the gun in Hughes. It is not merely the 

Commonwealth collecting physical evidence, as with 

blood evidence, or ordering tax records created by 

others to be produced. They seek to compel the 

disclosure of Mr. Gelfgatt's knowledge, which would 

incriminate him merely by the fact of production. 

Even with physical records, the Article 12 

privilege against self-incrimination protects 

production when producing evidence would in and of 

itself incriminate. In Commonwealth v. Doe, 405 Mass. 

676, 681 (1989), a custodian of corporate records was 

permitted to invoke his Article 12 right against self-

incrimination in response to a subpoena for corporate 

records where the act of production itself would be 

personally incriminating. Mr. Gelfgatt's password 

falls under the protection of the Article 12 right 

since the mere act of producing it would admit 

knowledge, custody and control of any of the contents 

of the password-protected computers. The protections 

of Article 12 exceed the protections of the Fifth 

Amendment in this capacity, since the Federal 

36 



government does not recognize the right of a corporate 

custodian to refuse to produce documents based upon 

the Fifth Amendment. Id. at 679. In the Commonwealth 

of Massachusetts, however, a production cannot be 

ordered when the production would be self-

incriminating. 

Despite the CoMmonwealth's contentions to already 

holding evidence of the Defendant's ownership to the 

seized computes (and thus that ownership is a 

'foregone conclusion,") the Commonwealth does not 

actually possess such evidence. The Commonwealth has 

yet to prove any of the contents of these computers, 

let alone whether or not Mr. Gelfgatt had control of 

any of the specific computers or encrypted areas of 

the hard drives. When the computer equipment was 

seized from the Defendant's home, it was known to the 

Commonwealth that the Defendant was working from a 

home inhabited by other people and in a home office 

accessible by anyone with whom he worked. The 

Defendant did not have exclusive control of the house 

and did not have exclusive control of the computers 

located therein. Forcing the Defendant to identify 

his particular computer (which is the only computer 

for which Mr. Gelfgatt admitted to having an 
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encryption key) would provide the government with his 

knowledge (which computer is his). 

B. The :e is no evidence that tjle i_nformaticri 
sought still emists and is in -tea
Defendant's possession. 

Three years ago, the Commonwealth arrested the 

Defendant and interviewed him. At that time, he 

admitted to his recollection of a password to his 

computer. The information sought is a piece of the 

Defendant's memory, the nature of which is temporary. 

The Defendant can produce only what is in his present 

possession, custody or control and, as the moving 

party, the government bears the burden of 

demonstrating that the evidence they seek exists and 

is in the Defendant's custody. In no part of the 

record is there a statement that the Defendant has a 

present memory of any passwords. As such, the 

government has failed its initial burden producing 

such evidence. 
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C. 	Compellin cT the Defendant to f';,:rnis1 -'1 
password would violate attozme7-clint 

p.raviie 'e. 

When the Commonwealth sought, obtained, and 

executed the search warrant in this case, they did so 

knowing that Mr. Gelfgatt was a practicing attorney 

who was working out of his home. Because the 

Defendant is a practicing lawyer, the contents of the 

computers seized by the Commonwealth are confidential, 

privileged and protected as work product. 

Commonwealth v. Ellis,  1999 WL 823741 Mass.Super., 

1999. The Commonwealth followed none of the 

prophylactic protocol that they are supposed to follow 

in such cases, as outlined in Ellis,  when applying for 

or executing a search warrant for a lawyer's physical 

or electronic files. Id. at 7-8. The State Police 

did not seal any of the physical files they seized for 

review by a magistrate or document master for client 

confidentiality or privilege. Instead, the 

Commonwealth went through the files without 

inhibition. Similarly, the Commonwealth took no 

precautions with any of the unencrypted media that 

they seized. And clearly, they had no intention of 

doing so with the computers they seized, since they 
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were never submitted to a magistrate or document 

master before it was discovered that they were 

encrypted. Thus, not only would it be 

unconstitutional to force the Defendant to provide the 

passwords for these computers, but also the 

Commonwealth should be prohibited from viewing their 

contents due to the likelihood of confidential and 

privileged files. Permitting the Commonwealth access 

to any clients' files would be a gross breach of 

privacy and privilege. Any cooperation from Mr. 

Gelfgatt in permitting this access, forced or 

otherwise, could also be considered an ethical breach 

likely to result in discipline, license suspension or 

revocation. 

VI. CONCLUSION 

For all of the foregoing reasons, this Honorable 

Court should answer the reported question in the 

negative, and should grant costs and reasonable fees 

to Mr. Gelfgatt. 
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