
UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA         )
   )

         v.    )  CRIMINAL NO. 11-10294-GAO
   )

DAVID A. KEITH         )

DEFENDANT’S RESPONSE TO THE COURT’S ORDER 
REGARDING SUPPLEMENTAL BRIEFING

Defendant submits this supplemental briefing to address

the First Circuit’s recent decision in United States v. Cameron,

699 F.3d 621, 2012 U.S. App. LEXIS 23397 (1st Cir. 2012), and the

question raised by the Court in its October 23, 2012 Order

regarding the application of the independent source doctrine

announced in United States v. Dessesaure, 429 F.3d 359 (1st Cir.

2005) and applied in United States v. Siciliano, 578 F.3d 61 (1st

Cir. 2009).  For the reasons that follow, defendant submits that

(1) Cameron does not alter the calculus of whether the

information ultimately forwarded to the Massachusetts State

Police was the product of an illegal search, and (2) the warrant

is not saved by the independent source doctrine because in the

absence of the tainted evidence the remaining portions of the

affidavit were insufficient to establish probable cause, and in

any event there is no evidence that law enforcement agents would

have sought the warrant independently of the tainted evidence. 

The Court must therefore suppress the items seized from 1

Marshland Street in Haverhill pursuant to the warrant, as well as
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admissions made by Keith to law enforcement during and in

connection with the search.

I. THE FIRST CIRCUIT’S RECENT CAMERON DECISION 

After the briefing and evidentiary hearing in this case, the

First Circuit issued its opinion in Cameron, 699 F.3d 621, 2012

U.S. App. LEXIS 23397.  In Cameron, the court held that Internet

Service Provider Yahoo was not a government agent for purposes of

the Fourth Amendment and thus no constitutional violation

occurred when it seized email content and forwarded it to the

National Center for Missing and Exploited Children (“NCMEC”). 

Id. 2012 U.S. App. LEXIS 23397 at 34.  Admittedly, Yahoo bears

enough similarities to America Online (“AoL”) that the First

Circuit, without further evidence, would likely hold that AoL is

similarly a private party that does not operate as a government

agent when it trolls for content.

Significantly, however, the court when reasoning through the

three-part test from United States v. Silva, 554 F.3d 13, 18 (1st

Cir. 2009), noted that  

The record does not reflect what Yahoo!'s interests
might have been, but it is Cameron's burden to show
that Yahoo! did what it did to further the government's
interest, and he can point to no evidence to carry this
burden.

Cameron, supra, at pp. 33-34.  In so doing, the First Circuit did

not address the major thrust of defendant’s argument in this

case, which is that the statutory scheme and AoL’s position
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within it compellingly demonstrate that AoL churns and seizes

email content because it is compelled to in service of the

government interest.  See Defendant’s Memorandum in Support of

Motion to Suppress (“Defendant’s Memo in Support”)(Docket Entry

#23) at 13-25.  Defendant submits that, notwithstanding Cameron,

the evidence before the Court in this matter shows that AoL acts

as a government agent when it churns and seizes email to forward

to NCMEC.  

In any event, Cameron did not address and does not change

the inescapable conclusion that, even assuming AOL was performing

a private function rather than government search when seizing

email, NCMEC’s affirmative viewing of the actual image once it

was forwarded to its staff is a law enforcement expansion of

AoL’s search and thus prohibited by Walter v. United States, 447

U.S. 649 (1980).  As in Walter, the fact that NCMEC may have

received the cybertip and been in possession of the image

lawfully is of no moment.  Id. at 658.  As the government was

required to secure a warrant before viewing the films in the

boxes lawfully provided to it in Walter, so too the government

here should have obtained a warrant before permitting NCMEC

personnel to open and view the images provided to it by AOL,

regardless of whether NCMEC was lawfully in possession of the

file or not.  Id. at 657.  Because no search warrant was obtained

here, the evidence of the content of the image and the
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information flowing from it must be suppressed.   

II. THE INDEPENDENT SOURCE DOCTRINE DOES NOT SAVE THE SEARCH
BECAUSE (1) WHEN THE TAINTED EVIDENCE IS EXCISED FROM THE
MURPHY AFFIDAVIT THE AFFIDAVIT IS BEREFT OF PROBABLE CAUSE,
AND (2) IN ANY EVENT THERE IS NO EVIDENCE THAT MURPHY
INTENDED TO SEEK A WARRANT ABSENT THE TAINTED EVIDENCE.

The search warrant sought, obtained, and executed by

Massachusetts State Police Trooper Michael P. Murphy (hereinafter

“Murphy Affidavit” or “Murphy Warrant”) authorized seizure of

evidence only in connection with violations of M.G.L. c.272 §29B

and §29C, respectively the dissemination and possession of child

pornography under Massachusetts law.  Excision of the illegally

obtained evidence identified by the Court in its October 23, 2012

Order leaves the affidavit in support of the warrant bereft of

any evidence even arguably establishing probable cause to search

1 Marshland Street for violations of the two Massachusetts

statutes.  Nothing in the independent source doctrine saves the

warrant.  The evidence seized must therefore be suppressed. 

United States v. Siciliano, 578 F.3d 61, 72 (1st Cir. 2009).     

 Under the independent source doctrine, evidence obtained

pursuant to a warrant containing illegally obtained information

must be suppressed unless (1) information sufficient to establish

probable cause remains after excising the unlawfully obtained

information from the warrant affidavit; and (2) the warrant would

have been sought even if the illegality had not occurred. 

Siciliano, 578 F.3d at 67 (1st Cir. 2009)(emphasis supplied),
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citing United States v. Dessesaure, 429 F.3d 359, 367 (1st Cir.

2005).  It is the government's burden to establish, by a

preponderance of the evidence, that each of the two prongs is

satisfied.  Siciliano, 578 F.3d at 68.  Here, the government

cannot make the requisite showing as to either prong.  The

affidavit, if modified as suggested by the Court’s October 23,

2012 Order, fails to provide probable cause to search 1 Marshland

Street.  Nor does the record support a finding that the

government has satisfied its burden to show that Trooper Murphy

would have sought a search warrant in the absence of the

illegally obtained evidence.  Thus, the fruits of the search must

therefore be suppressed.  Siciliano, 578 F.3d at 72.

A. Once the Unlawfully Obtained Information Contained in
Paragraphs 1-9 of Trooper Murphy’s Search Warrant
Affidavit Is Excised, the Lack of Probable Cause to
Search 1 Marshland Street Is Patent. 

Stripped of the tainted cybertip evidence which appears in

paragraphs 1-9 of the Murphy Affidavit, the remaining evidence is

insufficient to establish probable cause to search 1 Marshland

Street and seize electronic media that might be there, for two

reasons.   

First, once the tainted paragraphs are excised, the

remaining evidence consists of Keith’s statements made to

Plaistow, New Hampshire police more than a month before that he

had downloaded images of children engaging in sexual activity

onto the Toshiba laptop, and a “partial” forensic report of the
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Toshiba laptop, which disclosed only (1) online chat messages

discussing possible abuse of a specific minor living in the

defendant’s home, and (2) a photograph of unknown date and

provenance of the defendant “and in the background of the

photograph is a computer monitor and other computer equipment.”  

Glaringly absent from Caggiano’s affidavit and the partial

report is any description of any pornographic images from the

Toshiba laptop seized from Staples.  According to Caggiano’s

affidavit, neither the Staples employees nor Caggiano himself

ever viewed any child pornography on the Toshiba laptop, opting

instead to submit it directly for forensic analysis.  And the

resulting forensic report made no mention of contraband being

found on the computer at all; instead, to the extent the forensic

report was relied on by Trooper Murphy, it appears to be for the

limited purpose of corroboration of Keith as the owner of the

seized Toshiba laptop. 

The absence of any evidence of direct observation of child

pornography is fatal to probable cause once the tainted

paragraphs are excised.  In United States v. Brunette, 256 F.3d

14 (1st Cir. 2001), the First Circuit ruled that a law

enforcement agent’s averment in a search warrant affidavit that

the target possessed images that appeared to depict a

“prepubescent boy lasciviously displaying his genitals” was not

sufficient to establish probable cause to believe the materials
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were child pornography.  Id. at 17.  This was because the

affidavit’s language was nothing more than a bare assertion about

the legal status of the images.  Id.  The court warned that an

agent’s failure to provide something more to the magistrate to

show the criminal nature of the depictions would be viewed

skeptically.  Id. at 20.

Here, Caggiano’s information, incorporated into the Murphy

affidavit, makes no allegation as to any suspected images at all,

let alone a showing of the criminal nature of any alleged images. 

Nor could he have done so; by the time of the September 17, 2010

application, no law enforcement agent had personally examined any

of the Toshiba images.  Similarly, no images were presented to

the issuing magistrate for independent review to determine the

criminal nature of the depictions.  Cf. United States v.

LaFortune, 520 F.3d 50, 52 (1st Cir. 2008)(finding Magistrate

Judge’s personal review of depicted images sufficient for

probable cause analysis).  

That Keith stated to Caggiano that he had downloaded image

files of children engaged in “sexual activity” on his Toshiba

laptop cannot establish probable cause to believe that some

hypothetical image did indeed qualify as child pornography.  The

easy use of the broad terms of “children” and “sexual activity”

is precisely the mischief that Brunette sought to cure.

Caggiano’s failure to elicit specific details and descriptions
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from Keith and Murphy’s failure to obtain specific details and

descriptions of the purportedly downloaded images runs afoul of

Brunette.  Id. 256 F.3d at 17, 20.

Second, even if Keith’s unadorned statement to Caggiano were

sufficient to establish probable cause to believe he had

downloaded contraband image files to the Toshiba prior to July

29, the statement and information gleaned from the partial

forensic report are insufficient to establish a nexus to the

place to be searched, 1 Marshland St.  As argued in defendant’s

original briefing, it is undisputed that no later than July 29 -

six weeks before Murphy’s application for the warrant to search 1

Marshland Street - the defendant's computer, suspected to contain

child pornography, was out of commission and in the hands of

Caggiano to be forensically analyzed.  See Defendant’s Memo in 

Support at 29-32.  Where all of the information included in

Murphy’s affidavit was temporally distant and related not to 1

Marshland but to the Toshiba laptop already seized and possessed

by Caggiano, the existence of the purported computer media with

contraband images was nothing more than pure speculation,

regardless of whether the tainted cybertip information was

included or not.  Id.

Excision of the tainted cybertip evidence, however, makes

the lack of nexus to 1 Marshland Street on September 17, 2010,

even clearer.  Gone with the tainted paragraphs is any connection
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between the downloading of alleged child pornography and the

Internet Protocol (IP) address that was located at 1 Marshland

Street.  See Murphy Affidavit ¶¶ 3-9.  Although itself stale as a

basis to establish the requisite nexus between the items to be

seized and the place to be searched, see Defendant’s Memorandum

in Support of Motion to Suppress at 29-32, the IP information

provided some corroboration necessary to establish the requisite

nexus, a nexus that is completely absent from the information

provided by Caggiano, the sole information that remains in

Murphy’s affidavit.  In sum, the affidavit is left with

recitations that, while perhaps establishing probable cause to

search the Toshiba laptop, provide insufficient (if any) cause to

believe that contraband material would be found at 1 Marshland

Street.

For either of the forgoing reasons, probable cause fails

once paragraphs 1-9 are excised from the Murphy search warrant,

and whether Trooper Murphy would have sought a search warrant

even in the absence of the tainted evidence is irrelevant.  See

Dessesaure, 429 F.3d at 368-69 (analyzing whether independent

probable cause existed before moving to officers’ intent).   

Accordingly, the Court must suppress the evidence seized and

statements elicited during the search of 1 Marshland Street.
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B. The Government Has Failed to Show That Trooper Murphy
Would Have Sought a Search Warrant Regardless of the
Illegally Obtained Evidence. 

Even if the Court could conclude that there was probable

cause independent of the tainted cybertip evidence - it cannot -

there is no evidence that Trooper Murphy would have sought the

search warrant without the tainted information set forth in ¶¶ 1-

9 of his affidavit.

It is the government's burden to establish, by a

preponderance of the evidence, that officers intended to seek a

search warrant regardless of the illegally obtained evidence.  

Siciliano, 578 F.3d at 68, citing United States v. Forbes, 528

F.3d 1273, 1279 (10th Cir. 2008).  The government has posited no

evidence regarding Trooper Murphy’s intent, and thus has not

satisfied its burden. 

As a practical matter, there is no evidence the government

could point to that would satisfy its burden.  The gravamen of

the Murphy Affidavit consists of the NCMEC referral and his

effort to obtain the physical locus of the origin of AoL email

traffic and the potential downloading of contraband content that

engendered the referral.  The information supplied by Caggiano,

which comprises just three paragraphs of the Murphy Affidavit and

contained no substantive information about images actually

observed by anyone, was received just the day before Murphy

applied for the search warrant and contributed, at most, some
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confirmation that images of something had been downloaded to the

Toshiba laptop, which had not been at Marshland St. for at least

two months at the time the warrant was sought.  Notably, the

Caggiano affidavit, which provides the lion’s share of

information once the excised portion is put aside, goes solely to

establishing probable cause for the Toshiba laptop and is silent

as to where Keith used his computer when downloading and whether

he used any other computers.  And the referenced photograph of a

monitor and other computer equipment notably fails to mention a

CPU as part of that equipment.  

In the context of the months-long investigation set forth in

the affidavit, it is inconceivable that Murphy considered the

additional scanty information of such a caliber and importance as

to support an independent basis for seeking a search warrant. 

Cf. Siciliano, 578 F.3d at 68 (suppression warranted where

evidence ambiguous as to officers’ intention to get a search

warrant, where that intention could have arisen from legal and

illegal bases).  Compare Dessesaure, 429 F.3d at 369-70

(undisputed that detectives told defendant they were getting a

warrant for his home before illegal sweep of the home and were on

the way to the courthouse to get a warrant when illegal conduct

occurred).

In sum, there is not and cannot be evidence that Trooper

Murphy intended to seek the warrant regardless of the cybertip
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information he had been working on for months.  Neither

Dessesaure nor Siciliano support an independent basis upon which

the search warrant issued, and for this reason the Motion to

Suppress must be allowed and the fruits of the search of 1

Marshland Street suppressed.

CONCLUSION

For the foregoing reasons, as well as those set forth in

defendant’s previous pleadings in Support of his Motion to

Suppress, the defendant respectfully moves that this Court

suppress from evidence at trial items illegally observed or

seized on September 17, 2010 from 1 Marshland St., Haverhill, as

a result of the search warrant as well as statements made by him

contemporaneous with the search and his arrest.

DAVID KEITH
By his attorney,

/s/ Timothy G. Watkins
Timothy G. Watkins
Federal Defender Office
51 Sleeper St. 5th Floor
Boston, MA 02210 
Tel: 617-223-8061

CERTIFICATE OF SERVICE

I, Timothy G. Watkins, hereby certify that this document
filed through the ECF system will be sent electronically to the
registered participants as identified on the Notice of Electronic
Filing (NEF) on January 2, 2013.

/s/ Timothy G. Watkins
Timothy G. Watkins 
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