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UNITED STATES DISTRICT COURT

DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA         )
   )

         v.    )  CRIMINAL NO. 11-10294-GAO
   )

DAVID A. KEITH         )

DEFENDANT’S SUPPLEMENTAL MEMORANDUM IN SUPPORT OF
MOTION TO SUPPRESS EVIDENCE

Two late-arising issues emerged during the June 20, 2012

argument hearing on defendant’s Motion to Suppress in this case. 

The first was the persuasive value of an unpublished Order issued

earlier in the same day from the Southern District of Iowa.  The

second was the necessity of an evidentiary hearing to resolve an

uncertain factual record regarding how AOL obtained and used hash

values to forward suspected contraband pornography to NCMEC, and

what NCMEC did with the forwarded files once received.  For the

reasons that follow, the Court should give little precedential

value to the Iowa decision, and should follow through on its

apparent intention to hold an evidentiary hearing.   

I. THE SOUTHERN DISTRICT OF IOWA ORDER 

At the argument hearing, the government urged the Court to

rely on an unpublished decision by Judge Robert Pratt from the

Southern District of Iowa.  A copy of Judge Pratt’s Order in

United States v. Jeremy R. Stevenson, Southern District of Iowa

Criminal No. 12-00005-RP is attached hereto as Exhibit A.  The
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Court should decline to give the Order any persuasive weight. 

Judge Pratt’s Order was entered in response to an exceedingly

bare-bones motion filed by Stevenson.  A copy of Stevenson’s

Motion and Memorandum of Law in Support are attached hereto as

Exhibit B.  Unlike defendant here, Stevenson did not raise and

proffer the extensive indicia of affirmative governmental

encouragement of ISP’s like AOL inherent in the statutory and

regulatory scheme.  It is with this background that Judge Pratt

found Stevenson’s allegations and conclusions to be unsupported,

some of them altogether irrelevant, and generally “insufficient

to show that AOL was acting as an agent of the Government when it

searched Defendant’s Emails.”  Exhibit A at pp. 5-6.  

Here, Keith has argued and proffered substantial and

unrebutted evidence of the government’s extensive encouragement,

coercion, domination and direction of AOL’s actions in churning

through email for content.  Defendant’s Memorandum in Support of

Motion to Suppress (Docket Entry #23) at pp. 13-25 and

accompanying Exhibit G.  Compare Stevenson, Exhibit A at pp. 7-8

(“Here, Defendant has done nothing to support his allegations

that the Government somehow assisted AOL in conducting searches

or requested that these searches be made.”).  The precedential

value of the Southern District of Iowa’s Order is marred by the

defendant’s failure there to thoroughly and persuasively set

forth facts and substantial evidence supporting government
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encouragement and coercion. 

In any event, Judge Pratt’s reliance on a case involving

Federal Express (“FedEx”) a employee opening a package in a

search for contraband is misplaced.  Stevenson, Exhibit A at pp.

7-8, citing United States v. Smith, 383 F.3d 700, 705 (8th Cir.

2004).  In Smith, which the Eighth Circuit characterized as a

“close” case, the Court found it critical that the detective who

identified the package at issue “made it clear that he was not

asking or ordering” the FedEx employee to open that package and

that there was no evidence she felt obligated to.  Id.  

Unlike the determinative fact in Smith, the statute and

regulatory scheme at issue here imposes a specific obligation on

AOL, an obligation identified as affirmative encouragement by the

Supreme Court in Skinner.  Skinner v. Railway Labor Executives

Assn., 489 U.S. 602, 615-16 (1989).  One portion of the railroad

regulatory scheme it issue in Skinner was permissive in that it

authorized, but not require, breath and urine tests in

circumstances.  Id. at 615.  Reading the ostensibly permissive

portion in conjunction with the mandatory portion that required

testing following major accidents and impact accidents (subpart

C), the Supreme Court found a plain, strong preference for

testing and desire to share fruits that was indicative of

“encouragement, endorsement, and participation [sufficient] to

implicate the Fourth Amendment.”  Id. at 615-16.  Thus, Judge
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Pratt’s reference to a case involving a FedEx employee’s

voluntary opening of a package is of little moment to the issue

of whether the government’s affirmative encouragement and

coercion of AOL into churning for contraband and providing the

results to the government.    

More generally, the statutory scheme’s specific direction to

and affirmative encouragement of ISP’s like AOL renders analogies

to common carrier cases inapposite and the decisions not

controlling.  See, e.g., United States v. Jacobsen, 466 U.S. 109,

114 (1984).  It is one thing to say that a defendant, like

Jacobsen, who voluntarily and knowingly turns his package over to

Federal Express, assumes the risk that its contents might be

revealed if it was damaged and, then, inspected in accordance

with established policies.  Id.  It is quite different to assert

that a person assumes the risk that whenever an email that is

sent that it will be churned by any number of persons for

whatever reason, regardless of society’s and the individual’s

expectation.

Finally, notwithstanding any persuasive weight the Stevenson

Order might have, Stevenson did not raise (and Judge Pratt did

not address) the separate issue of NCMEC’s unconstitutional

expansion of the search.  See Walter v. United States, 447 U.S.

649 (1980).  As set forth below, the Court’s suggestion at the

argument hearing that an evidentiary hearing is required to
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resolve that question is correct.   

II. AN EVIDENTIARY HEARING TO RESOLVE THE NATURE AND EXTENT OF
NCMEC’S PARTICIPATION IN THE CHURNING, SEIZURE AND SEARCH OF
DEFENDANT’S EMAIL IS REQUIRED.

During the argument hearing, the Court questioned whether

NCMEC’s opening of the image file supplied to it by AOL

constituted an expansion of the scope of search and seizure by

AOL.  June 20, 2012 Motion Hearing Transcript (Docket Entry No.

32) at pp. 31-32.  The Court specifically questioned the parties

regarding the method by which AOL identified hash values of

suspected child pornography, what the hash values meant, and

whether NCMEC’s actions in opening suspected files in that

context was an expansion of the AOL’s initial search.   Id. at

10-14, 23-25, 32-33, 41-43.  See Walter, supra.  The Court also

questioned the government as to whether AOL’s decision to deploy

filtering software was in response to the statutory and

regulatory mandate of Congress’s scheme.  Id. at 26-28, 40-41. 

At the conclusion of the hearing, the Court strongly suggested an

evidentiary hearing would be necessary and the government agreed

to that it would locate possible witnesses and report back to the

clerk.  Id. at 43-44.  A copy of this portion of the transcript

is attached hereto as Exhibit C. 

Defendant submits that an evidentiary hearing is required

and should be scheduled.  The single piece of record evidence is

the Colcolough Declaration (“Declaration”).  The Declaration is
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Case 1:11-cr-10294-GAO   Document 33   Filed 07/16/12   Page 5 of 7



carefully worded, while at the same time imprecise as to most if

not all of the questions raised by the Court.  As one glaring

example, the declaration states:

Hash values used to identify images of apparent child
pornography within AOL's system are not received or
accepted from any governmental or law enforcement
agencies.

Declaration at ¶ 6.  The Declaration does not provide an answer

to the relevant question, which is where AOL actually does get

hash values to store in its library, and how images are initially

culled to go into its library of hash values.  Because of this,

the parties at the argument hearing were forced to speculate in

response to many of the germane questions posed by the Court.  An

evidentiary hearing will provide the necessary factual basis to

resolve this critical factual issue.  

Similarly, additional inquiry and testimony are necessary

regarding the interplay between AOL and NCMEC once a suspected

file is recovered.  This will enable the Court to determine

whether NCMEC unconstitutionally expanded the original AOL search

once NCMEC received the Cybertip.

Finally, testimony by AOL personnel will be fruitful to

determine whether and how the statutory and regulatory scheme

affected AOL’s decision to employ filtering software, as well as

to testify to the specific business interest (separate and apart

from avoidance of civil and criminal penalties) served by its

churning of email content. See Declaration at ¶ 8.   
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Thus, the Court should, as appears to have been its

intention at the end of the argument hearing, schedule a hearing

to enable witnesses to testify as to the procedure for locating,

forwarding, and processing suspected contraband email.  

CONCLUSION

For the foregoing reasons, as well as those set forth in

defendant’s previous pleadings in Support of his Motion to

Suppress, the defendant respectfully moves that this Court

suppress from evidence at trial items illegally observed or

seized on September 17, 2010 from 1 Marshland St., Haverhill, as

a result of the search warrant as well as statements made by him

contemporaneous with the search and his arrest.

DAVID KEITH
By his attorney,

/s/ Timothy G. Watkins
Timothy G. Watkins
Federal Defender Office
51 Sleeper St. 5  Floorth

Boston, MA 02210 
Tel: 617-223-8061

CERTIFICATE OF SERVICE

I, Timothy G. Watkins, hereby certify that this document
filed through the ECF system will be sent electronically to the
registered participants as identified on the Notice of Electronic
Filing (NEF) on July 16, 2012.

/s/ Timothy G. Watkins
Timothy G. Watkins 
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1  In relation to his Motion, Defendant served a subpoena duces tecum on AOL seeking a
number of documents.  In response AOL moved to quash the subpoena.  See Clerk’s No. 33. 
Attached to the Motion to Quash is an affidavit from Don Colcolough, the Director of

IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF IOWA

DAVENPORT DIVISION

*
UNITED STATES OF AMERICA, *

* 3:12-cr-00005
Plaintiff,  *

*
v. *

*
JEREMY R. STEVENSON, *   

*          ORDER
           Defendant.        *
                                   *

Before the Court is a Motion to Suppress, filed by Jeremy Stevenson (“Defendant”) on

April 9, 2012.  Clerk’s No. 20.  The Government filed a Resistance on April 12, 2012.  Clerk’s

No. 21.  A hearing is scheduled for June 27, 2012.  Clerk’s No. 28.  However, the Court has

determined that no hearing is necessary to resolve this Motion.  See LR 7c.  The matter is fully

submitted.

I.  FACTUAL AND PROCEDURAL HISTORY

On or around September 10, 2010, Defendant sent three emails (hereinafter the “Emails”)

from an account that he had created and registered with America On-Line (“AOL”) to an email

account that he had created and registered with Google.  See Mot. ¶ 1; Gov’t Br. (Clerk’s No. 21-

1) at 1.  Attached to the Emails were images that contained child pornography.  See id.  AOL

utilizes a software program, known as the “Image Detection and Filtering Process” (“IDFP”),

that scans files on AOL’s network to identify malware, spam and contraband—such as child

pornography.  See Don Colcolough Aff.1 (Clerk’s No. 33-2) ¶¶ 7–8.  With regard to child
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Investigations and Cyber Security for AOL.  See Don Colcolough Aff. ¶ 1.  

2  “Every digital image or file has a hash value, which is a string of numbers and letters
that serves to identify the image or file.”  United States v. Cartier, 543 F.3d 442, 444 (8th Cir.
2008); see also United States v. Cartier, No. 2:06-cr-73, 2007 WL 319648, at *1 (D.N.D. Jan.
30, 2007) (“A hash value is a unique multi-character number that is associated with a computer
file.  Some computer scientists compare a hash value to an electronic fingerprint in that each file
has a unique hash value.”); Don Colcolough Aff. ¶ 5 (“A hash value is an algorithmic calculation
that yields an alphanumeric value for a file or data set.  The ‘hash value’ may be analogized to a
fingerprint . . . .”).  

-2-

pornography, this software identifies the hash values2 of files on AOL’s network and then

compares these hash values to a database of hash values known to contain child pornography. 

See id. ¶ 6.  When the software determines that a file on AOL’s network has a hash value

matching a known child pornography file, it automatically reports the file to the Cybertipline,

which is operated by the National Center for Missing and Exploited Children (“NCMEC”).  See

id.  ¶ 7.  On September 10, 2010, the NCMEC received notification from AOL that Defendant

had sent an email with attachments believed to contain child pornography.  See Mot. ¶ 1.  

At a later date, NCMEC forwarded this information to the Iowa Division of Criminal

Investigation/Internet Crimes Against Children Task Force (“DCI/ICAC”).  On January 4, 2011,

DCI/ICAC officers obtained and executed a search warrant on Defendant’s residence.  See Mot.

at 1; Gov’t Br. at 2.  Defendant was present during the execution of the search warrant and

admitted to owning the Google and AOL email accounts that sent and received the Emails.  See

Br. in Support of Resistance at 2.  Officers subsequently located child pornography on his

computer and on an external storage device.  See id.  

Defendant now seeks to suppress the evidence located during the January 4, 2011 search. 

Defendant claims that AOL, acting as an agent of the Government, unreasonably searched his
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Emails in violation of the Fourth Amendment.  The Government disputes that AOL was acting

as an agent of the Government when it searched the attachments to Defendant’s Emails and, also

claims that Defendant did not have a reasonable expectation of privacy in his Emails because of

AOL’s privacy policy.   

II.  LAW AND ANALYSIS

A.  Fourth Amendment

The Fourth Amendment guarantees “[t]he right of the people to be secure in their

persons, houses, and effects, against unreasonable searches and seizures.”  U.S. Const., amend

IV.  “[A] Fourth Amendment search occurs when the government violates a subjective

expectation of privacy that society recognizes as reasonable.”  Kyllo v. United States, 533 U.S.

27, 33 (2001) (citing Katz v. United States, 389 U.S. 347, 361 (1967)). 

Although the Fourth Amendment does not apply to a search or seizure, even an
arbitrary one, effected by a private party on his own initiative, the amendment protects
against such intrusion if the private party acted as an instrument or agent of the
government. . . .  Whether a private party should be deemed an agent or instrument
of the government for Fourth Amendment purposes necessarily turns on the degree
of the government’s participation in the private party’s activities, a question that can
only be resolved in light of all the circumstances.

United States v. Wiest, 596 F.3d 906, 910 (8th Cir. 2010) (quoting Skinner v. Ry. Labor

Executives’ Ass’n, 489 U.S. 602, 604 (1989) (internal quotations omitted)). 

The main factors that courts should consider in determining whether a private citizen was

acting as an agent of the government are:  “whether the government had knowledge of and

acquiesced in the intrusive conduct; whether the citizen intended to assist law enforcement

agents or instead acted to further his own purposes; and whether the citizen acted at the

government’s request.”  United States v. Smith, 383 F.3d 700, 705 (8th Cir. 2004) (citing United
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3  Even assuming that Defendant held a legitimate expectation of privacy in his AOL
Emails, the Court has serious reservations about whether the IDFP software—which scans the
hash values of files on AOL servers and compares them to a database of known child
pornography files—violates this legitimate expectation.  “[A]ny interest in possessing
contraband cannot be deemed ‘legitimate,’ and thus, governmental conduct that only reveals the
possession of contraband ‘compromises no legitimate privacy interest.’”  Illinois v. Caballes,
543 U.S. 405, 408 (2005) (quoting United States v. Jacobsen, 466 U.S. 109, 123 (1984)).  Thus,
if IDFP software does not reveal information other than an individual’s possession of child
pornography, its use would likely not constitute a “search.”  However, because the record
regarding the IDFP process is not adequately developed to permit the Court to determine the

-4-

States v. Malbrough, 922 F.2d 458, 462 (8th Cir. 1990)).  However, “[t]here must be some

evidence of Government participation in or affirmative encouragement of the private search . . . .

Passive acceptance by the Government is not enough.”  United States v. Richardson, 607 F.3d

357, 364 (4th Cir. 2010) (quoting United States v. Jarrett, 338 F.3d 339, 346 (4th Cir. 2003)). 

Additionally, “[t]hat a private citizen is motivated in part by a desire to aid law enforcement does

not in and of itself transform her into a government agent.”  Smith, 383 F.3d at 705 (citing

Malbrough, 922 F.2d 461–62).  Finally, “[i]t is the defendant’s burden to establish by a

preponderance of the evidence that a private party acted as a government instrument or agent.” 

United States v. Smith, 243 F. Supp. 2d 1096, 1103 (D. Neb. 2001) (citing United States v.

Feffer, 831 F.3d 734, 739 (7th Cir. 1987)).  

B.  Application

For the purpose of this order, the Court will assume that Defendant had a constitutionally

protected reasonable expectation of privacy in his Emails.  See Warshak, 631 F.3d at 285–86

(“Given the fundamental similarities between email and traditional forms of communication, it

would defy common sense to afford emails lesser Fourth Amendment protection.”).

Nevertheless, unless AOL was acting as the Government’s agent when it scanned Defendant’s

Emails, no Fourth Amendment violation occurred.3  See United States v. Parker, 32 F.3d 395,
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extent of the information that the software reveals and, because the outcome of the case does not
require such fact-finding, the Court will assume that the use of IDFP software by a government
actor on Defendant’s Emails would constitute a Fourth Amendment search.  

4  To the extent that Defendant is arguing that AOL was acting as an agent of the
Government because it reported to the NCMEC that Defendant possessed child pornography,
who in turn notified law enforcement, the Court rejects this argument.  AOL is required by law
to report actual knowledge that one of its users possesses child pornography to the NCMEC.  See
18 U.S.C. § 2258A.  However, this reporting requirement places no duty on AOL or any Internet
service provider to affirmatively seek out or otherwise prevent their networks from being used to
transport or possess child pornography.  Compliance with a mandatory reporting law which

-5-

398 (8th Cir. 1994) (“A search by a private party not acting as an agent of the government does

not implicate the Fourth Amendment.”) (citing United States v. Jacobsen, 466 U.S. 209, 113

(1984)).  Defendant argues that AOL was acting as an agent of the Government because, among

other things:  (1) the Government provided AOL with a database of child pornography hash

values; (2) AOL searched Defendant’s Emails “at the request and encouragement of national

state and international governments and their agencies”; (3) “AOL admits its partnership with

law enforcement”; and (4) “[t]he Cooperative venture between AOL, NCMEC and local and

national law enforcement agencies is evident . . . . [because] [i]nformation obtained during an

analysis of computers seized from defendant’s residence was shared with NCMEC by Davenport

police officers.”  Mot. ¶¶ 2–12.  These unsupported allegations and conclusions are insufficient

to show that AOL was acting as an agent of the Government when it searched Defendant’s

Emails.  

As an initial matter, many of the allegations that Defendant makes are simply irrelevant

to AOL’s status as a private party.  For example, whether or not Davenport police officers shared

information with NCMEC has little—if any—relevance to whether AOL was acting as a

government agent when it searched Defendant’s Emails.4  Defendant further attempts to establish
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places no affirmative duty upon a private party to investigate or discover illegal activity does not
transform that private party into an agent of Government.  See Richardson, 607 F.3d at 366.  If
anything, AOL’s decision to implement IDFP in light of this mandatory reporting requirement
supports the conclusion that IDFP serves AOL’s, rather than the Government’s, interest.  See id.
at 367 (“[I]f substantial fines are imposed for the failure to report known facts suggesting a
violation of federal child pornography laws, ISPs and others subject to such penalties might just
as well take steps to avoid discovering reportable information.”).  

-6-

that NCMEC is also an agent of the Government because it is “established and directed” by

Congress, because it “brags it is the only charity in America granted access to the FBI’s

database,” and because it receives federal funding.  Mot. ¶ 5.  However, whether or not NCMEC

is a governmental agent for Fourth Amendment purposes has no bearing on AOL’s status when it

searched Defendant’s Emails.  

More to the point, AOL has rebutted a number of Defendant’s allegations.  Specifically,

Colcolough’s Affidavit states that the IDFP scanning software was developed and implemented

by AOL as part of a business decision to protect its network from malware, spam, and

individuals who use the network to possess and distribute child pornography.  See Colcolough

Aff. ¶¶ 7–8.  Colcolough further attests that the decision to create and implement this program

was not done at the Government’s request, suggestion, or with its assistance, but instead was a

business decision made “to identify threats to AOL’s network, whether reputational or

otherwise.”  Id. ¶ 8.  Finally, Colcolough states that neither the Government nor any law

enforcement agency requested that AOL search Defendant’s Emails, provided any information

relevant to AOL’s search of Defendant’s Emails, nor assisted in any way with AOL’s search of

Defendant’s Emails.  Id. ¶ 10.  

Defendant has presented no evidence, nor suggested that evidence exists, that would

create a factual dispute regarding Colcolough’s claims.  At most, Defendant has pointed to a
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number of shared goals, and joint initiatives in which NCMEC, various law enforcement

agencies, and—to a lesser extent—AOL, have been or currently are involved.  See, e.g.,

Response to Mot. to Quash (Clerk’s No. 36) Ex. 6 (NCMEC press release noting that AOL and

sixty-six other Internet service providers voluntarily joined the URL project, designed to

eliminate child pornography from the Internet), id. at Ex. 9 (New York Attorney General press

release noting AOL’s agreement to stop sex offenders from being able to access its social

networking sites).  However, these associations simply establish what AOL and the Government

freely admit; both parties hope to prevent AOL—or any Internet service—from being used to

transport child pornography.  Sharing a goal with the Government is insufficient to transform

AOL from a private actor into a Government agent; a private party becomes a state actor for

Fourth Amendment purposes only when it is motivated solely or primarily by a desire to assist or

aid law enforcement in an investigation.  See United States v. Smith, 383 F.3d 700, 705 (8th Cir.

2004) (finding that a Federal Express employee was not a governmental actor and noting, “even

if accompanied by a dual motive of assisting the officers, [the employee] was motivated by her

obligation to ensure that her employer was not being used as a means of carrying contraband”).  

Ultimately, AOL has provided affidavits establishing that it was acting on its own

initiative and for its own purposes when it searched Defendant’s Emails in September 2010. 

Even assuming that the Government generally was aware that AOL was conducting these

searches, such knowledge is not alone sufficient to create an agency relationship between the

Government and AOL.  See id. (“We conclude therefore that the government’s knowledge and

acquiescence, when considered in light of [officer’s] communication to [the Federal Express

employee] that the decision was her’s alone to make, [and] did not make [her] a government
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agent for the purposes of the Fourth Amendment.”).  Here, Defendant has done nothing to

support his allegations that the Government somehow assisted AOL in conducting searches or

requested that these searches be made.  Unsubstantiated allegations are not sufficient to meet

Defendant’s burden of establishing that AOL was acting as a Government agent at the time it

searched Defendant’s Emails, nor are they sufficient to warrant an evidentiary hearing on the

matter.  See United States v. Mims, 812 F.2d 1068, 1073–74 (8th Cir. 1987) (“When a motion to

suppress is filed, ‘[e]videntiary hearings need not be set as a matter of course, but if the moving

papers are sufficiently definite, specific, detailed, and nonconjectural to enable the court to

conclude that contested issues of fact going to the validity of the search are in question, an

evidentiary hearing is required.’” (quoting United States v. Losing, 539 F.2d 1174, 1177 (8th Cir.

1976))); see also United States v. Farlow, No. CR-09-38, 2009 WL 4728690, *3 (D. Me. Dec. 3,

2009) (finding that a defendant failed to make a threshold showing that material facts were in

doubt or dispute, and noting that “a district court is not required to accept ‘unsupported factual

assertions in [a defendant’s] memorandum of law,’ where the memorandum does ‘not contain

any record citations that would have confirmed these allegations.’” (quoting United States v.

Allen, 573 F.3d 42, 52 (2009) (alterations in original))).  Thus, the Court finds that no Fourth

Amendment violation occurred because AOL was acting in a private capacity when it searched

Defendant’s Emails.  

III.  CONCLUSION

For the foregoing reasons, Defendant’s Motion to Suppress (Clerk’s No. 20) is DENIED.

IT IS SO ORDERED.

Dated this __20th__ day of June, 2012.
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1

IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF IOWA

UNITED STATES OF AMERICA ) NO. 3:12-cr-5
)

Plaintiff, )
)

vs. ) MOTION TO SUPPRESS
) HEARING REQUESTED

JEREMY R. STEVENSON, )
)

Defendant. )

COMES NOW the Defendant, Jeremy R. Stevenson, by attorney, John O. Moeller and

pursuant to Rule of Criminal Procedure 12 they hereby move pretrial to suppress for use as evidence

all items obtained in the search of e-mails to or from the defendant on or about September 10, 2010

and the search of 1910 Fairmeadows Drive, Bettendorf, the person of the Defendant and statements

allegedly made by Mr. Stevenson during the execution of a warrant on or about January 4, 2011. In

support of this motion Defendant states:

1. On September 10, 2010 internet service provider America On Line (AOL) reported

to the National Center for Missing and Exploited Children (NCMEC) that electronic files believed

by AOL and the government to contain child pornography were included in e-mails addressed to

and from the defendant.

2. The e-mails were inspected by AOL electronically and compared to a child

pornography database provided to AOL by the government and its agents.

3. At this time it is unknown whether any person employed by AOL visually reviewed

or inspected the e-mails.

4. The search of e-mails by AOL generally and including those of defendant for
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2

suspected child pornography occurred with knowledge of and at the request and encouragement of

national, state and international governments and their agencies. AOL was acting as an agent of and

on behalf of law enforcement when conducting the e-mail searches and reporting to NCMEC.

5. NCMEC is established and directed by Congress and is an agent of the government

and the Department of Justice. Its congressional mandate requires it to provide law enforcement

agencies with technical assistance concerning the prevention, investigation and prosecution of child

exploitation cases. NCMEC is charged with operating the “Cyber Tipline”. NCMEC brags that

it is the only charity in America granted online access to the FBI’s databases and that it has FBI

agents, U.S. Marshals, and others assigned to work out of its headquarters. It received more than

$37 million dollars of federal funds in 2010. 2010 Annual Report National Center for Missing and

Exploited Children.

6. The reports were forwarded by NCMEC to local law enforcement officers. Scott

County attorney subpoenas were served and a Scott County search warrant were obtained and

executed.

7. AOL admits its partnership with law enforcement. Its connections to law

enforcement are extensive and long standing. AOL’s relationship with NCMEC and law

enforcement agencies, state, federal and international compels the conclusion that law enforcement

knew of and acquiesced and even encouraged the search of virtually all e-mails to or from AOL’s

subscribers, that defendant’s e-mails would be searched and that AOL intended to assist law

enforcement generally and specifically concerning defendant when it forwarded the report to

NCMEC.

8. The activities of AOL and its relationship with the government, directly and through
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NCMEC, cause AOL to be agent for law enforcement and subject to 4th Amendment restrictions.

9. Defendant’s e-mail communications are protected by statute and custom and such

communications are reasonably expected by defendant and others to be confidential

communications and entitled to 4th Amendment protection.

10. The information obtained pursuant to county attorney subpoenas would not have

been requested or obtained but for the disclosure of the e-mails and their attachments to other law

enforcement officials by AOL and NCMEC.

11. The search of defendant’s home and statements obtained from defendant would not

have happened but for the search of the e-mails and the investigation by law enforcement authorities

of the report from AOL through NEMEC.

12. The cooperative venture between AOL, NCMEC and local and national law

enforcement agencies is evident in this case. Information obtained during an analysis of

computers seized from defendant’s residence was shared with NCMEC by Davenport police

officers. See report 12-20-11 by Officer Walker. (Discovery, 108)

13. The defendant is a citizen of the United States of America and is entitled to the

protection of the Fourth Amendment of the Constitution of the United States and Article I, Section 8

of the Constitution of the State of Iowa.

14. An evidentiary hearing is requested to determine the facts concerning this particular

search.

JEREMY R. STEVENSON

BY: /s/ John O. Moeller______________
JOHN O. MOELLER AT#0005535
Attorney for Defendant
601 Brady Street, Suite 303
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Davenport, Iowa 52803
Telephone No. 563/323-3014
E-mail: john@johnmoeller.com

CERTIFICATE OF SERVICE:
The undersigned certifies that the foregoing document was served upon all counsel of record and
pro se parties by electronic service by filing this document with the Clerk of Court using the ECF
system on the 9th day of April 2012, which will send notification to the following.

Joel W. Barrows (Asst U.S. Attorney)
Joel.barrows@usdoj.gov
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF IOWA

UNITED STATES OF AMERICA ) NO. 3:12-cr-5
)

Plaintiff, )
) MEMORANDUM IN SUPPORT

vs. ) OF DEFENDANT’S MOTION
) TO SUPPRESS

JEREMY R. STEVENSON, )
)

Defendant. )

Scanning by AOL of its customer’s e-mails was not believed by the Court of Appeals for the

4th Circuit to be a search by or on behalf of the government in United States vs. Richardson, 607

F.3d 357 (4th Cir. 2010). Richardson attempted to obtain and present evidence to demonstrate the

agency between AOL and the government. The 4th Circuit did not find the relationship similar to

that of Skinner vs. Railway Labor Executives Association, 489 U.S. 602, 614 (1989) and found the

search by AOL was not as an instrument or agent of the government and therefore not subject to 4th

Amendment protections.

It is now clear that AOL is acting as an agent of the government when it scans virtually all e-

mail on its network. The scanning and reporting by AOL concerning Mr. Stevenson should be

suppressed for use as evidence in this matter. The subsequent County Attorney subpoenas and

search warrant and evidence obtained pursuant to the subpoenas and search warrant should be

suppressed as the fruit of the unlawful search by AOL.

Defendant requests the opportunity to submit a supplemental brief concerning the factual

and legal issues supporting his claim after an opportunity to discover and present evidence with

subpoenas has occurred and a hearing is scheduled.
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JEREMY R. STEVENSON

BY: /s/ John O. Moeller______________
JOHN O. MOELLER AT#0005535
Attorney for Defendant
601 Brady Street, Suite 303
Davenport, Iowa 52803
Telephone No. 563/323-3014
E-mail: john@johnmoeller.com

CERTIFICATE OF SERVICE:
The undersigned certifies that the foregoing document was served upon all counsel of record and
pro se parties by electronic service by filing this document with the Clerk of Court using the ECF
system on the 9th day of April 2012, which will send notification to the following.

Joel W. Barrows (Asst U.S. Attorney)
Joel.barrows@usdoj.gov
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA,

Plaintiff,

vs.

DAVID A. KEITH,

Defendant.

)
)
)
)
)
)
)
)
)
)

Criminal Docket
No. 1:11-cr-10294-GAO-1
June 20, 2012
@3:30 p.m.

MOTION HEARING

BEFORE: THE HONORABLE GEORGE A. O'TOOLE, JR.
UNITED STATES DISTRICT JUDGE

John Joseph Moakley United States Courthouse
Courtroom No. 9
1 Courthouse Way
Boston, MA 02210

Helana E. Kline, RMR, CRR
Official Court Reporter

John Joseph Moakley United States Courthouse
1 Courthouse Way, Room 5209

Boston, MA 02210
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APPEARANCES:

On Behalf of the Plaintiff:

United States Attorney's Office
(By: Suzanne M. Sullivan, Attorney at Law)
One Courthouse Way, Suite 9200
Boston, Massachusetts 02210
(617) 748-3146

On Behalf of the Defendant:

Federal Public Defender
District of Massachusetts
(By: Timothy G. Watkins, Attorney at Law)
55 Sleeper Street
Boston, Massachusetts 02110
(617) 223-8061
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to the answer on my second point on the motion to suppress

I do think that perhaps we should schedule a motion to

suppress.

Finally, your Honor, I would like the opportunity to at

least take a look at the Southern District of Iowa case and

see what they have come up with; and if the Court wanted

further briefing, I would certainly look into that.

THE COURT: All right. I think it may well be the

case, and I want to think about it a little bit, that we

need somebody to explain this technical process a little bit

more.

I am concerned that there could be variations in what

could make a difference to some of these issues, so it might

be that we have to have somebody explain the AOL side of it

and have somebody explain what the cybertip group at NCMEC

does when they test for it, so I don't know if you have any

thoughts about the feasibility of --

MS. SULLIVAN: I don't know; I don't agree that it's

necessary that we have an evidentiary hearing on the AOL

aspect, because regardless of whether or not someone laid

eyes on it it's our argument that they weren't working at

the behest of the government and I understand that's --

THE COURT: Well, even if that's true, it may have

implications for the expansion issue?

MS. SULLIVAN: It may, and I do not know in terms
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of, you know, the availability or anything. He's out of

state; I don't know what state he's is in, your Honor.

When I spoke with him, he was in, I believe, South Carolina,

but that was a vacation home so I don't know where he's

located.

I certainly can inquire and check and report back to the

court clerk if you'd like me to?

THE COURT: Yes, I would for both of them.

MS. SULLIVAN: But I don't have -- I know for NCMEC,

I haven't been in contact with anyone from NCMEC myself.

THE COURT: I see. I believe somebody can explain

what the process is; I guess it doesn't necessarily have to

be someone from the organization itself, okay?

Thank you.

MS. SULLIVAN: Thank you.

THE CLERK: All rise. Court is in recess.

(Whereupon, the proceedings concluded at 4:09 p.m.)
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C E R T I F I C A T E

I, Helana E. Kline, a Registered Merit Reporter,

Certified Realtime Reporter, and Federal Official Court

Reporter of the United States District Court, do hereby

certify that the foregoing transcript, from Page 1 to

Page 45, constitutes, to the best of my skill and ability,

a true and accurate transcription of my stenotype notes

taken in the matter of the United States of America v.

David A. Keith.

/s/ Helana E. Kline July 16, 2012

Helana E. Kline, RMR, CRR

Federal Official Court Reporter
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